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Abstract

New technologies have always influenced societies. They have not only
entailed advantages. Revolutionary technologies have been misused and, in
this way, impacted means and methods used in armed conflict, thus
changing strategies as well as tactics. Similarly, threat scenarios will change

in the face of the ever more speedily increasing technological progress.

Nano- and biotechnology provide for promising changes in future society.
The possibilities of miniaturization give reason to expect huge
transformations in robotics. Societies spearheading these upcoming
complex developments will also play a leading part in global security policy.
Competition has already started worldwide and will heat up in the future.

As the result of a project by the Institute for Peace Support and Conflict
Management (National Defence Academy, Vienna), this book intends to
outline the future complexity of the individual research areas of nano- and

biotechnology and robotics.

At the same time, challenges lie ahead concerning international legislation.
Efforts in this area and ways of dealing with increasing complexity are

discussed in the final chapters.

Possible consequences of these new areas of technology complete this

publication.






Foreword

We are living in ,times of VUCA®, as Herbert Saurugg explains in his
noteworthy article on page 270 of this book, meaning times of volatility,
uncertainty, complexity, and ambiguity. Another contributor to this
volume, Michael Fredholm, states that we cannot make serious forecasts
and that the best we can achieve with regard to new technology is Eatly
Warning and Situational Awareness as well as the implications thereof.

These two statements are indicative of the times we live in and hint at the
events we might be in for. Discussions are ongoing on whether the
technological changes we are facing and already witnessing should be
considered evolutionary or revolutionary. At any rate, Nano-/Bio-
/Information Technology, in combination with Robotics, Miniatutization
and Artificial Intelligence, has a significant impact on politics, the economy,
society and security. However, is this already common knowledge or still

only a top priority issue for the elites of society?

Developments with regard to converging technologies as well as their
impacts are and, no doubt, should be a research topic of the Institute for
Peace Support and Conflict Management at the Austrian National Defence
Academy. Thus, we organise expert talks and conferences to which
specialists with outstanding knowledge and understanding are invited. Not
only do we try to promote academic discourse, but we also work to
contribute to the dissemination of our results and conclusions.

This book provides an excellent overview of recent developments
regarding converging technologies. Several articles deal with possible
impacts of these technologies in strategic or even philosophical terms,
while others refer to operational aspects. Special focus is laid on (possible)
impacts in the military sphere. “New* or “converging technologies®, as
they are largely referred to in this book, provide new opportunities for state
and non-state actors —for better or worse. Consequently, the question of
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how to regulate or control these new developments is of outstanding

importance.

One pressing question emerges between the lines, namely “Who or what
can/should take the final decision? Can a computer or a ,system of
systems* take vital decisions or should they be left to humans? This aspect
will dominate future discussions and research acitivities. Some questions
are touched upon in the present volume—so as to stimulate further
discussion. Last but not least, readers of this book may find the gloassary
on the initial pages helpful.

Finally, I want to thank all the authors, contributors and, especially,
Colonel Dengg for their great work, and congratulate them on the
publication of this book.

Walter Feichtinger

12



1 Glossary'

Atrtificial Intelligence’

The capability of a machine to imitate intelligent human behaviour.

Automatic vs. Autonomous

It is very difficult if not impossible to draw a line between ‘automated’
and ‘autonomous’ functions. The word ‘automatic’ is often used for
individual functions, but ‘autonomous’ is used for an assembly of several
“automatic” functions. Subcategories might be considered (highly
automated, semi-autonomous, fully autonomous etc.).

Automatic/Automated system vs. Autonomous system"

An automated or automatic system is programmed to logically follow a

predefined set of rules with predictable outcomes, e.g. the Phalanx anti-
ship missile defence system, or a remotely piloted aircraft system
programmed to return to a fixed point after a signal outage.

An autonomous system is capable of understanding higher-level intent
and direction.

From this understanding, as well as a sophisticated perception of its
environment, such a system is able to take appropriate action to bring
about a desired state. It is capable of deciding on a course of action from
among a number of alternatives, without depending on human oversight
and control, although these may still be present. Although the overall

activity of an autonomous system will be predictable, individual actions

I Please note that the following definitions are meant to contribute to the ongoing
discussions as no consensus regarding the relevant definitions used by the international
community exists. For further discussion see article of Peter Steiner in this book.

2 Metriam-Webster Encyclopedia. In: https://www.mertiam-webstet.com/dictionary/
Artificial%o20intelligence accessed on 31 August 2017.

3 International Committee of the Red Cross. Autonomous Weapon Systems. Implications
of Increasing Autonomy in the Critical Functions of Weapons. Versoix, Switzerland 2016.

4 Ibid.
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may not be (L.e. the system does not merely follow a pattern of rules in a
predictable way).

Autonomous Weapons System’

Any weapon system with autonomy in its critical functions. That is, a
weapon system that can select (i.e. search for or detect, identify, track,
select) and attack (i.e. use force against, neutralize, damage or destroy)
targets without human intervention.

Weapon systems differ from their ‘degree of autonomy’, whether
described as ‘highly automated” or ‘fully autonomous’. When
distinguishing between automated and autonomous weapon systems, the
former were programmed to a pre-defined set of rules with a predictable
outcome, while the latter would be capable of deciding on a course of
action from among a number of alternatives.

Big Data/Big Data Analytics’
Big Data represents information assets characterized by high Volume

(quantity), Variety (type of content), Velocity (speed at which the data is
generated), and Variability (inconsistency of the data and its accuracy).

Big Data Analytics can be defined as the specific Technology and
Analytical Methods for its transformation into Value.

Conflict’

Competitive or opposing action of incompatibles; antagonistic state or
action (as of divergent ideas, interests, or persons).

5 Ibid.

¢ Working definition, see article of Fredholm, Michael. Nano-materials Technology:
Convergence between Nanotechnology and Materials Science and Engineering. In:
Tomorrow’s Technology.

7 Mettriam-Webster Encyclopedia. In: https://www.mertiam-webstet.com/dictionary/
conflict accessed on 31 August 2017.
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Converging Technologies®

Convergence occurs where scientific disciplines or key enabling
technologies combine with other disciplines or enabling technologies
and promise new or added value beyond synergies. Convergence is more
than the combination of different disciplines or technologies. It leads to

synergies, adding more value through convergence.
ynergies, g g g

Critical Infrastructure’

The physical and information technology facilities, networks, services
and assets that, if disrupted or destroyed, would have a serious impact on
the health, safety, security or economic well-being of citizens or the
effective functioning of governments in countries.

Drone
See Unmanned Aerial Vehicle (UAYV)
Effect"

A change in the state of a system (or system element) that results from

one or more actions, or other causes.
Hybrid Threat"

The concept aims to capture the mixture of coercive and subversive

activity, conventional and unconventional methods (i.e. diplomatic,

8 OECD: Directorate for Science, Technology and Innovation - Committee for Scientific
and Technological Policy. 2014. Challenges and Opportunities for Innovation through
Technology: The Convergence of Technologies. DSTI/STP(2013)15/FINAL. 25
September 2014: p.9. In: http:/ /www.oecd.org/ officialdocuments/publicdisplaydocument
pdf/?cote=dsti/stp(2013)15/final&doclanguage=en accessed on 1 September 2017.

9 Furopean Commission. 2006. Communication from the Commission of 12 December
2006 on a European Programme for Critical Infrastructute Protection. COM/2006/0786
final — Official Journal C 126. 7 June 2007. In: http://eutlex.curopa.cu/LexUtiServ/Lex
UriServ.do?uri=CELEX:52006DC0786:EN:NOT accessed on 31 August 2017.

10 NATO: ACO. Comprehensive Operations Planning Directive. v1.0. 17 December 2010.
11 BEuropean Commission. 2016. Joint Communication to the European Parliament and
the Council: Joint Framework on countering hybrid threats a European Union response.
JOIN/2016/018 final.
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military, economic, technological), which can be used in a coordinated
manner by state or non-state actors to achieve specific objectives while
remaining below the threshold of formally declared warfare. There is
usually an emphasis on exploiting the vulnerabilities of the target and on
generating ambiguity to hinder decision-making processes. Massive
disinformation campaigns, using social media to control the political
narrative or to radicalise, recruit and direct proxy actors can be vehicles
for hybrid threats.

Information Environment/Systems/Activities'’

The Information Environment is defined as the virtual and physical
space in which information is received, processed and conveyed. It
consists of the information itself and information systems. (MC 422/3)

Information systems are socio-technical systems for the collection,

processing and dissemination of information. They comprise personnel,
technical components, organisational structures and processes that
create, collect, perceive, analyse, assess, structure, manipulate, store,
retrieve, display, share, transmit and disseminate information. (AJP-3.10)

Information activities are actions designed to affect information and/or

information systems, performed by any actor. (AJP-3.10)

Internet of Things"’

The Internet of Things (IoT) is an integrated part of Future Internet and
could be defined as a dynamic global network infrastructure with self-
configuring capabilities based on standard and interoperable
communication protocols where physical and virtual ‘things’ have

identities, physical attributes, and virtual personalities and use intelligent

12NATO. MC 422/3 — NATO Military Policy on Information Opetations. 8 July 2008.

13 CERP-IoT - Cluster of European Research Projects on the Internet of Things. 2010.
Vision and Challenges for Realising the Internet of Things. European Commission:
Information Society and Media. March 2010. p.43. In: http://www.robvankranenburg.c
om/sites/default/files/Rob%20van%20Kranenburg/Clustetbook%202009_0.pdf
accessed on 1 September 2017.
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interfaces, and are seamlessly integrated into the information network. In
the 10T, ‘things’ are expected to become active participants in business,
information and social processes where they are enabled to interact and
communicate among themselves and with the environment by
exchanging data and information ‘sensed’ about the environment, while
reacting autonomously to the ‘real/physical wotld’ events and
influencing it by running processes that trigger actions and create
services with or without direct human intervention.

Interoperability'*

The will, common understanding and ability of actors to bridge
differences in culture, organisation, procedures and technology to
effectively and efficiently cooperate towards achieving a common goal.

Nanobiotechnology®
Applies the tools and processes of nano/microfabrication to build
devices for studying biosystems and applications in drug delivery,

diagnostics etc.

Nanotechnology '

A field of applied sciences and technologies involving the control of
matter on the atomic and molecular scale, normally below 100
nanometers. Nanomaterials may exhibit different physical and chemical
properties compared with the same substances at normal scale, such as
increased chemical reactivity due to greater surface area.

14 MNIOE/MNE 5. 2007. White Paper — Information Actvities in Future Coalition
Operations — A Comprehensive Approach from a Military Perspective; Final Draft v1.8.
31 May 2007.

15 OECD. 2005. A Framework for Biotechnology Statistics. Paris. 2005. p.9. In:
http:/ /www.oecd.org/science /inno/34935605.pdf accessed on 4 September 2017.

16 BEuropean Food Safety Authotity: Nanotechnology. In: http:/ /www.efsa.curopa.cu/en/
topics/topic/nanotechnology accessed on 30 August 2017.
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Robot'’

An actuated mechanism programmable in two or more axes with a
degree of autonomy, moving within its environment, to perform
intended tasks.

Security:"

The condition achieved when designated information, material,
personnel, activities and installations are protected against espionage,
sabotage, subversion and terrorism, as well as against loss or
unauthorized disclosure.

Unmanned Aerial Vehicle (UAV)19

An unmanned aerial vehicle, commonly known as a drone, is a pilotless

aircraft, in the sense of Article 8 of the Convention on International
Civil Aviation, which is flown without a pilot-in-command on-board and
is either remotely and fully controlled from another place (ground,

another aircraft, space) or programmed and fully autonomous.

17" International Standards Organisation. 2012. Robots and robotic devices.
1ISO/TC184/SC2.

18 NATO. 2012. AAP-6 — Glossary of Terms and Definitions (03 October 2012).

19 International Civil Aviation Organization (ICAO).b 2011. Unmanned Aircraft Systems
(UAS). Montreal, Canada. Cir 328, AN/190. In: p.3. https:/ /www.icao.int/Meetings/
UAS/Documents/ Circulat%20328_en.pdf, accessed on 4 September 2017.
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2 General Reflections on Converging
Technologies and Emerging Risks

New Technologies Meet New Challenges: Converging
Technologies and Emerging Risks in the 21*" Century

Anton Dengg

New technologies have always been a driving force for civilization in both a
good and a bad way, but they have crucially influenced societies. Basically,
technology should be seen as an asset in the daily life of humans. This was
the inventors’ original intention. Nevertheless, technology has always been
misused as a weapon to harm people or - in a friendlier way - to win a war
for good causes, such as freedom or democracy. Therefore, new
technology is a double-edged sword.

Technology - an old and fascinating topic

Curiosity is a human characteristic and a main driving force for scientific
research. This characteristic has contributed greatly to the evolution of
mankind. People are always interested in future developments and how
they will change their life. People’s fascination with science fiction stories
demonstrates their curiosity to look into a crystal ball to see the future.
Jules Verne is one of the most famous science fiction authors who
fascinated people with his stories that look into the future. In his novel
Paris in the Twentieth Century (1863) Verne describes how Paris will look like
in a hundred years. He portrays future comfort in Paris and talks about
maglev trains, which are used as passenger transport systems, motorized
carriages, electric door openers and windmills producing energy. Verne did
not just use his imagination for these stories, but talked to different

scientists and ‘translated’ their inventions into stories.
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But in the last centuries there have been a lot of misjudgements: The future
impact of many new developments has often been underestimated and
misjudged. In 1893, for example, John Wanamaker, the US Postmaster
General, claimed that in 100 years U.S. mail would still be delivered by mail
coaches.” Also, in 1927 during the silent film era, Harry M. Warner,
founder of Warner Brothers, asked “Who the hell wants to listen to the
speech of actors?”’ And another misconception came from Thomas
Watson, Chief Executive Officer of IBM. He was convinced that there was

a world market of perhaps five computers.”

All these misjudgements proove that interdisciplinary experts, especially in
the field of security policy, should keep in mind Jules Vernes’ approach of
combining scientific results with imagination. Researchers in the field of
security policy could, for example, create a team that keeps an eye on
inventions, particularly technical inventions. An important task for those
teams would be to review the possibility of misuse. The idea is not to
demonize technological progress but rather that scientists have a closer
look at converging technologies and to think about the future application
of upcoming technologies. Possible impacts of technologies have to be part
of the decision-making processes concerning the development of new
security strategies and future threat scenarios. Even though people are
curious about new technologies, they are afraid of possible negative side
effects. As Carl Schmitt put it: “Each of the countless changes and
revolutions in human history and developments has produced new forms
and dimensions of political groups, destroyed former existing political
structures, caused external and civil wars and has increased as well as

20 Kaku, Michio.> 2014. Die Physik der Zukunft — Unser Leben in 100 Jabren. Rowohlt
Taschenbuch Verlag, p. 19.

21 Tbid.

22 Tbid.
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reduced the amount of the organized political unities.”* Technology has
the potential for such a revolution.

Technology as a threat scenario of security policy

Apart from the obvious benefits of modern technology there is the need to
focus especially on possible damages by malicious acts in the different
technological fields. Especially in the field of security policy the benefits
and dangers of new technologies are closely linked.

Technological developments always imply changing threats in security
policy, therefore posing a challenge regarding countermeasures. According
to the so-called Moore's Law, “the complexity for a minimum component
costs has increased at a rate of roughly a factor of two per year [...].
Certainly over the short term this rate can be expected to continue, if not

9524

to increase”". Therefore, from the perspective of a security policy analyst,

Moore's statement has a tremendous impact on the states’ security policy.

Prompted by the changes in technology, conflict scenarios change as well.
Although they do not reflect every technological factor, the challenge is
that new technologies change political and military strategies and influence
the tactics of armed forces. Moreover, new technologies imply greater
strength of security forces, give additional momentum to new operations
and tactics on the battlefield and influence states via hybrid threat and

warfare.

23 Schmitt, Carl.1996.6 [1963] Der Begriff des Politischen. Text of 1932 with preface and
three corollaries. p.4. Reprint of Edition 1963, Duncker & Humblot, Berlin 1996. p.46.
Translated from German into English by Anton Dengg.

24 Moore, Gordon E. 1965. Cramming more components onto integrated circuits.
Electronies 38 (8). In: http:/ /web.eng.fiu.edu/npala/eee6397ex/gordon_moore_1965_att
icle.pdf, accessed on 27 January 2017.
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On the one hand, this could entail a transformation of security forces. But
on the other hand, new technology could also change the character of an
adversary. With the help of technological equipment, less trained non-state
counterparts could harm more people with a smaller number of fighters,
less equipment and fewer tools. Also, new technological devices enable
adversaries to fight successfully even against a powerful state force. More
creative adversaries using new technology and a mixture of sophisticated
ideas could pose a bigger threat for state security forces and society than

ever before.

A good example of the increasing influence of technology is the rise of the
Internet, including all its connected applications. The Internet is both,
boon and bane at the same time. On the one hand, we have to be grateful
because, owing to the Internet, society enjoys many extraordinary benefits
from innovative products; on the other hand the Internet is an excellent
tool for causing harm all around the world. E.g. 2015 in Austria, cyber-
crime has risen by 11.6 % compared to 2014.” The Austrian police
categorize the cyber-crime threat scenario as an ongoing ever-increasing
problem. Additionally, radical ideas, propaganda and possible targets are
spread easily through the Internet and the organisation of terror attacks is
facilitated. Currently, the Internet is a perfect tool for any kind of hostile
activities. 25 years ago, nearly nobody has foreseen the big influence of the
Internet for the threat scenario of states.

The Internet shows in a perfect manner that people can and will always
misuse great inventions. This also confirms that technological development
will not only change possibilities of state armed forces, but will also
increase the power of non-state actors. A changed diverse threat scenario is
the output of such new developments. Therefore, the threat analysis of

25 Bundeskriminalamt (Austrian Federal Police Agency). 2015. Cybercrime Annnal Review
2015, p. 9.
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state actors is crucial to guarantee security of society. Additionally, a
technological lead position means a political as well as an economic
predominance in international politics. A special form of power projection
would reveal a special form of asymmetry. Even U.S. Under Secretary of
Defense for Acquisitions, Technology and Logistics mentioned, “My
biggest concern right now is the overall erosion of our technology
supetiority ...,

There are several examples of ‘civil’ technological products that could be

misused by people and therefore categorized as a threat:

* 3D Printing is on the way to revolutionize e.g. spare part
production. In a few years it will be a common procedure when
repairing a car to order small mechanical parts via the web and to
get them delivered immediately through the 3D printer. First tests
at the International Space Station already took place.”” This could
be easily misused by criminal elements, e.g. for the production of
‘weapons without borders’.

* In the field of robotics and unmanned vehicles there are several
considerations to use robots for delivering goods bought via the
Internet. A lot of media articles report about the ideas of
companies like Amazon or Media Markt. Attempts with drones or
vehicles on the ground are still in progress.” Terrorists could use
similar ideas for bringing bombs to a special destination. In

26 Wells, Jane. 2014. The man with the Pentagon checkbook. In:
http://www.cnbe.com/id/101665010, accessed on 02 June 2014.

27 NASA. International Space Station’s 3-D Printer. In: https:/ /www.nasa.gov/content/
international-space-station-s-3-d-printer,_accessed on 31 January 2017.

28 Die Presse. 2016. Roboter bringt Einkauf bei Media-Markt nach Hause. In:
http:/ /diepresse.com/home /wittschaft/international /5093481 /Roboter-bringt-Einkauf-
bei-MediaMarkt-nach-Hause?direct=5093728&_vl_backlink=/home /wirtschaft/
economist/ 5093728 /index.do&selChannel=, accessed on 31 January 2017.
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combination with the dark web the distribution of all kinds of
illegal goods can be easily imagined. The so-called ‘dark net’, a form
of parallel Internet without any control possibilities, is well known
as a trans-shipment center for all kinds of illegal business. ‘Flexible’
delivery possibilities with drones are not inconceivable. In July
2016, 2 German newspaper” reported about research in the field of
underwater transportation systems with supersonic speed. This
would change the international exchange of goods in a
revolutionary way. But this technological product could also be
turned into a new torpedo weapon system for navies or possibly
even for terrorists. If states have similar weapon systems there is a
first strike possibility with a hard time to determine the initiator.

*  Stephen Hawking mentioned at the Zeitgeist Day 2015 in London
that computers with its artificial intelligence overtake human beings

30

in the next 100 years.” The misuse of such computers has to be

expected as soon as they are on the market.

* Another example is the technology of exoskeletons. An
exoskeleton is a kind of robotic suit to support the wearer for
carrying e.g. heavy loads or to walk long distances without wasting
human energy. Other people describe exoskeletons as wearable
robots. The main idea of exoskeletons was to support handicapped
persons. People with missing limbs can regain their physical quality
of life with the help of an exoskeleton. But this is not science-
fiction, it is reality. The military also is interested in this technology
for their soldiers: “military exoskeletons are being tested by the

2 Hegmann, Gerhard. 2016. In unter einer Stunde den Atlantik durchqueren. In:
https:/ /www.welt.de/wittschaft/webwelt/article156778525/In-untet-einer-Stunde-den-
Atlantik-durchqueren.html, accessed on 29 August 2017.

30 The Austrian newspaper Die Presse cited Stephen Hawkings explaining future
developments at the Zeizgeist Day 2015 in London. Cf. http://diepresse.com/home /techsci
ence/hightech/4733818 /Hawking Roboter-werden-Menschen-uebetlegen-sein, accessed
on 28 March 2017.
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U.S., China, Canada, South Korea, Great Britain, Russia and
Australia, and these are just the projects that the public is aware

of !,
Future and technology

There are a lot of books and papers dealing with scenarios of how the
future will look like and how our daily life will change. Some of these
scenarios picture the future 20 to 30 years ahead and some predictions
occasionally even sound grotesque. Also, there is at best a fifty-fifty chance
- maybe less - that these fantastic ideas come to life. An important question
therefore is what are realistic scenarios about future trends in the field of
technology and/or possible resulting threats that can be predicted?

New security challenges are inseparably linked to technological
developments. The U.S. security strategy 2010 shows the importance of the
current prevailing technological competition: “Our focus on education and
science can ensure that the breakthrough of tomorrow will take place in the

United States.” This sentence undetlines the importance of the topic.

Considerable progress is achieved in the field of miniaturization, where
constantly new appliances are manufactured. So far, the size of products
has been restricted due to physical limits. In this field, nanotechnology will
open up new possibilities and take progress to the next level. A progressive
unification of different technological dimensions e.g. bio- and
nanotechnology will be the next stage of a new development.
Miniaturization at nearly any level — including nano-technology — adds to
the improvement of products and has a huge impact not only on the civil

31 Marinov, Bobby: 19 Military Exoskeletons into 5 Categoties. 2016. In: http:/ /exoskelet
onteport.com/2016/07 /military-exoskeletons/, accessed on 30 March 2017.
32 The White House. 2010. National Security Strategy. Washington, p. 2.
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but particularly the military application. International research pays special
attention to robotics in general, in particular bionic robotics. Research work
of several companies like Boston Dynamics show that efforts in this field
have increased. Currently, limits exist in the development of products for
military use, for example, because of their size, power supply and noise
level; another example is the lifespan of batteries that limits the application

of products. However, researchers are finding new solutions extremely fast.

To identify dangerous developments for society, decision-makers need to
carefully monitor research in the field of new technologies in order to
prevent or regulate any negative consequences for states and societies.
Future developments cannot be stopped, and the rise of robotics is a good
example. Soon, robots will part of our daily life. The increase of smart
household appliances (coffee machines, lighting systems, toasters, vacuum
cleaners etc.) and the Internet of Things are just initial steps towards the
change of our daily life due to new technologies. Especially robotics will be
of great significance for security forces because of the following reasons:
Firstly, machines employed in danger zones can reduce casualties among
security forces, which means a lower political risk for decision-makers.
Secondly, some experts are convinced that emotionless autonomous robots
make less incorrect decisions than armed human beings. Opponents hold
that the reactions of emotionless robots could escalate violence in conflict
areas while, for example, the emotional reaction of a security guard adds a
human factor to the situation that could save lives. An autonomous robot
with similar capabilities as a human would have to meet higher
performance requirements but, at the same time, increase the calculability
of missions. All of these considerations pose many new challenges,

especially to the international law and those bound by it.
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The specific importance of robotics for future developments is reflected by
the high priority given to it by the EU. In June 2014, the EU started the
world’s biggest robotic program. 180 companies and research institutions
are involved in this initiative.” Cooperation between the sectors industry,
agriculture, health, transport, private security as well as household are to
strengthen the position of Europe in the robotic industry.

Enormous potential is attributed to the fields of bio- and nanotechnology.
Both branches will have tremendous influence on robotics. Nano-
biotechnology, which is a combination of biology and nanotechnology, is
expected to gain more and more influence. The Biotechnology Industry
Organization lists a number of different applications for Nano-
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biotechnology, as e.g. miniaturizing biosensors by integrating the

biological and electronic components into a single, minute component”™.
Achievements in the field of biotechnology are accompanied by progress in
the art of miniaturization and robotics. Revolutionary changes comparable
to those linked to the emergence of the Internet have been predicted.
Consequences for security forces and armed forces, including direct effects

on weapon systems, are probable.

In the field of nanotechnology, researchers intervene in the atomic
structure of materials. It focuses on the control of fundamental structures
and the behavior of materials at the atomic and molecular levels. This
enables the development of products with totally new properties and
capacities. Because of potential security risks there is a high demand for

33 European Commission, Press Release Database: EU launches world’s largest civilian
robotics programme — 240,000 new jobs expected; https:/ /www.asktheeu.org/en/request
/4322 /tesponse/13577 /attach/html/5/H2020 projects 01.06.2017.csv.txthtml, accessed
on 4 December 2017.

34 Biotechnology Industry Organization. 2008. Guide to biotechnology. In:
https:/ /www.bio.otg/sites/default/files/files /BiotechGuide2008.pdf , accessed on 29
March 2017.
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responsible management in this field of research. Nanotechnology is seen
as a key technology of the 21" century. Future developments in several
other respects will result from it. There is consensus on that in the
international community. In 2004 already, the European Commission was
convinced that nano-technology would influence each EU citizen in one
way or another.” The German Federal Ministry of Education and Research
assumed for 2015 a world-wide added value of nano-technology of up to 3
trillion USD, which is a considerable part of the economy.” In particular,
nanotechnology is expected to have a big influence on armed forces. New
products for security forces can be used for purposes of attack, such as
weapon technologies, as well as for defence purposes, such as personal
protective equipment; as concerns countermeasures, security forces would
have to react with the same kind of technology that is used by opponents,
which could lead to a new arms race.

Most states recognize the importance of new technologies and engage in
research and development concerning this varied field. The website
‘Defense News”’ which deals with new developments in armed forces
claims that the U.S. should deal and invest increasingly in innovative
materials and nanotechnology. This will improve military as well as
economic possibilities.” An interview with General Michael Hostage,
general of the United States Air Force and Commander Air Combat
Command, has confirmed that United States Armed Forces focus their

35 European Commission. 2004. Towatds a European Strategy for Nanotechnology. In:
https:/ /cotdis.europa.cu/pub/nanotechnology/docs/nano_com_en_new.pdf ,accessed
on 30 November 2016.

36 German Federal Ministry of Education and Research. 2009. nano.DE-Report 2009.
Status Quo der Nanotechnologie in Deutschland. In: https:/ /www.bmbf.de/pub/nanode
_report_2009.pdf , accessed on 28 August 2014.

37 Defense News. 2017. In: www.defensenews.com, accessed on 25 August 2017.

38 Editorial: Funds for Innovation. 2013. In: http://www.defensenews.com/apps/pbes.dll
/article?’AID=2013308110005, accessed on 8 April 2014.
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interest on nanotechnology.” General Hostage has also stated his common
interest in the new auspicious technology without giving further details
about current developments.

In the future, nanotechnology is also expected to play a crucial role in agro-
chemical industry. This was demonstrated in a conference in Israel 2014, in
which Israeli Prime Minister Benjamin Netanyahu and Chinese Foreign
Minister Wang Yi talked about closer cooperation in the future. The close
teamwork in the field of nanotechnology between Israel and China was
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mirrored by a joint research center.” This could be an economic challenge

for neighbor countries and other states.

Turkey is another example of states addressing new technologies. Turgut
Senol, CEO of the technological center Turkey’s Teknopark in Istanbul®
has called information-, nano- and biotechnology its strategic focal points.
Its goal is for global companies to transfer their goods into this new center

and position Turkey as an important technological hub.

The ability of states to use technological know-how as an instrument of
power puts them in an advantageous position concerning security policy.
This makes technological knowledge a crucial factor in security policy.

The rapid development of technology also spawns criticism. Eric Drexler,

one of the leading researchers and biggest proponents of nanotechnology,

39Mehta, Aron 2014. Interview with General Michael Hostage, Commander US Air
Force’s Air Combat Command. In: http://www.defensenews.com/apps/pbes.dll/article?
AID=2014302030017, accessed on 8 April 2014.

40 Opall-Rome, Barbara. 2014. China Expands Strategic Presence in Israel. In:
http:/ /www.defensenews.com/apps/pbes.dll/article?’ AID=2014303010021, accessed on 8
April 2014,

41 Enginsoy, Umit, Ege Bekdil, Burak. 2012. Teknopark Instanbul To Generate $10B in
Annual Business. In: http://www.defensenews.com/apps/pbes.dll/atticle?’ AID=2012310
090005, accesssed on 8 April 2014.
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stated that the impact of new technologies in general will be huge and
indicated the necessity of being prepared for those upcoming changes and
challenges for societies, states and armed forces.” It has to be
acknowledged, for example, that there is a relation between technology and
legal issues. Upcoming new technologies should be on top of the agenda of
national and international security policy committees. This was one of the
outcomes of an informal expert meeting at the Convention on
Conventional Weapons (CCW) in May 2014
technological, ethical, social, legal, operative and military aspects of lethal

, where experts dealt with
autonomous weapons. Special attention was given to efforts in the field of
emerging technologies in the area of lethal autonomous weapons systems.**

The main idea of the project

In 2015, the Institute for Peace Support and Conflict Management (IFK)
of the National Defence Academy Austria (NDA) also concentrated on
new technologies within a research project. One of the main driving factors
for such a project was the fact that upcoming new technological products
could be a danger to states and/or societies. Innovative products
developed for the civilian market will sooner or later be applied for military

use. The real challenge though does not consist in using those items to gain

42 Crichton, Michael. Beute. Katl Blessing. Miinchen 2002. In: www.randomhouse.de/con
tent/ edition/excerpts/408790.pdf, accessed on 8 April 2014.

43 United Nations. 2014. Meeting of the High Contracting Parties on the Convention on
Prohibitions or Restrictions on the Use of Certain Conventional Weapons Which May Be
Deemed to Be Excessively Injutious or to Have Indiscriminate Effects. In: https://docu
ments-dds-ny.un.org/doc/UNDOC/GEN/G14/048/96/PDF/G1404896.pdf, accessed
on 11 April 2017.

# United Nations. 2014. Meeting of the High Contracting Parties on the Convention on
Prohibitions or Restrictions on the Use of Certain Conventional Weapons Which May Be
Deemed to Be Excessively Injutious or to Have Indiscriminate Effects. In:
https:/ /documents-dds-ny.un.org/doc/UNDOC/GEN/G14/048/96/PDF/G140489
6.pdf?OpenElement, accessed on 26 May 2017.
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a military advantage, but in the fact that new technologies might end up in
the hands of the wrong people and be abused in political and military
conflict situations. Therefore, the dual use of many technological products
should be of considerable concern, especially to international organisations,
such as the United Nations, NATO or the European Union. The confusing
complexity of modern technology as well as its fast and dynamic
development create a dimension of insecurity never witnessed before.
Whether such complexity can be dealt with accordingly remains to be seen.

For this purpose, the Institute for Peace and Conflict Management
launched a project involving national and international partners. The main
idea was to analyze the current and upcoming agenda in the field of
technology and define topics that have been dominating and are going to
dominate the scene. What technologies will have a major impact in the

coming years?

The project started with several workshops involving up to 20 experts from
different countries where the best approaches to new technological
products and their potential threats were discussed.

All experts agreed to use the term ‘converging technology’ instead of ‘new
technology’, as many new technical devices and technologies in general are
the results of existing knowledge but are now being applied in new ways.
New technologies are based on past inventions that have been further
developed and diversified. Thus, “converging technology” is the more

appropriate term.

The first challenge was to agree on a definition of “new product”. When
could a product be called “new”? New products are usually invented years
before they are put on the market, often for a different than the original
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purpose. For instance, the first smartphone was produced by IBM in
1992. With this smartphone it was possible to check emails, send faxes,
list appointments and telephone numbers. Of course, one could also use it
for phone calls and, what’s more, this mobile device had a touchscreen. But
it posed a major problem: The device was too complicated and expensive
for the general market. In 2007, Apple launched the iPhone that combined
all a mobile phone, a playback device for music, a computer and a camera
in one single gadget. The biggest advantage was that this little computer
was affordable and could be handled comfortably via touchscreen. This

‘new’ smartphone revolutionized handheld devices.

Another point of discussion was within what timeframe new trends should
be researched. The experts came to the conclusion that it would not make
sense to look beyond a timeframe of five to ten years. For several reasons:
As already mentioned, new products are barely totally ‘new’. Most technical
knowhow and knowledge, and thus their products, are based on many
years of basic research. Often, ‘old’ inventions are rediscovered after years
and put to a new use, as in the case of the smartphone. The product was
there, just waiting for someone with an idea of how to exploit it
commercially, but the technology itself existed before. Consequently, there
is a need for creative people who recognize the potential of new technology
and implement innovative ideas. Apart from that, people must be ready for
inventions. Right timing in line with the needs of the target group is crucial.
Constantly tailored to market needs, the evolution of technological
products is happening fast. Therefore, predictions of future developments
in this area are very difficult. The project experts agreed on a timeframe of

five to eight years.

45 Steinmels, Dennis. 2012. Wie alles begann: Die Geschichte des Smartphones. In: http:
/ /www.pcwelt.de/ratgeber/Handy-Historie-Wie-alles-begann-Die-Geschichte-des-Smart
phones-5882848.html, accessed on 30 March 2017.
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Here are the main research questions:

*  What are the necessary definitions in the area of new technologies?

* What technologies have the potential to influence the power
projection of global actors in the defined timeframe?

* What legal consequences in terms of human rights and
international law can be expected when using critical technologies
in the military field, and what preventive, regulative measures are
called for?

* What are the possible consequences of the use of converging
technologies for future security policy threat scenarios and

international conflict and crises management?

Results of the project were presented at the conference ‘Converging
Technologies and Emerging Risks — Challenges for the Security Sector’ at
the National Defence Academy in Vienna in 2016. Experts from technical
and social science disciplines came together to share their ideas and
opinions about the challenges of future threat scenarios arising from
converging technologies. Their goal was to enhance the understanding of
the ‘other’ fields of technology, to analyse medium-term future challenges
and define possible threats for states and their security apparatuses. The
present book summarises the outcome of the conference and the
discussions held in the course of the project. The chapters mirror the
panels at the conference, each providing in depth knowledge about the
different fields of study: nano-, bio-, and information technology; robotic-,
cognition- and ICT technology; nano-material technology and international

perspectives.
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NBIC - Viewpoint of the Austrian Defence Technology
Agency

Michael B. Janisch

My statement should be seen as an introduction to the topic of converging
technologies (CT). By CT we understand the synergistic combination of
four major disciplines of science and technology also called ‘NBIC’. An
acronym composed of the initial letters of:

* Nanoscience and nanotechnology

*  Biotechnology and biomedicine, including genetic engineering

* Information technology, including advanced computing and
communications

* Cognitive science, including cognitive neuroscience

Each of these fields is currently progressing at a rapid rate. The concept
of NBIC originated in the U.S. roughly twelve years ago and clearly aims at
changing the whole society by implementing robots based upon converging
technologies. Some years later, the European Union also began to focus on
the issue. The difference lies in the inclusion of cognitive science and the
focus on goals in the original concept, whereas the Europeans focus on
NBI by looking at their economic advantages.

35



Figure 2: NBI vs. NBIC"

NBIC, of course, also plays an increasing role in defense technology. It
aims at enhancing human physiology, and therefore may be called
“technological doping”. The doping of soldiers with substances dates
back to the beginnings of mankind. New technologies will most likely add
significant capabilities to the warriors. The paramount goal is to gain and
maintain combat superiority on the battlefield including air and sea in any
type of conflict scenario. However, technological superiority is the
crucial asset. Many the ideas may look like fiction but they are not. Of
course we encounter different ethical and moral issues when looking at
different projects: Some will not only ‘enhance’ the soldier but also the
human being, due to a permanent and sometimes irreversible adaptation of
the body. Bottom line: CT offers a vast bundle of measures of

46]anisch, Michael. 2016. Presentation at the Conference Converging Technologies and
Emerging Risks. Austria: National Defense Academy.

36



physiological enhancement already provided by original disciplines of
NBIC or a combinations thereof.

The study of U.S. material, in particular, reveals a number of planned CT-

pro]ects:

* Invasive micro drones (bio-fluidic chips) checking and reporting
physiological condition

* Nano-diamonds delivering insulin for wound healing

* Add-on extremities (arms) controlled via brain-machine interfaces

* Invasive information projection on visors for risk reduction

* Increase of connectivity

* Direct non-invasive interfaces to bypass traditional input methods
(aircraft, missiles etc.)

*  Neurogenesis stimulation

*  Sleep emulation...

Robotics is seen as the primary combination of informatics, mechanical
engineering and cognitive sciences. Therefore, we should focus on one
decisive point: the difference between human intelligence (HI) and artificial
intelligence (AI). The main ethical dispute erupts when speaking about
autonomous, Al-guided combat-buddies or ‘killer-robots Based upon
which algorithm should machines kill or be allowed to kill humans? This is
a highly emotional and difficult issue, which should be solved before such
machines are developed. Of course in an all-out war nobody asks who was
killed by an artillery grenade penetrating a house sheltering civilians and
near-by combatants. The difficulties to spare own soldiers and non-

combatants are the dominant issue.
In ten years’ time, soldiers will be accompanied by a swarm of military

robotic systems — robots. And they most likely are to accompany them on
the ground, in the air and in water. Those robots are going to support
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reconnaissance, for example, by equipping soldiers with multi-sensor
packages with data-fusion. This results in the challenge of big data
management as those systems will provide enormous amounts of data. As
most data is trash, the assistance systems need perfect data management

systems based on algorithms.

The second big task will be transportation. Here we will see systems carry
personal equipment, ammunition, secondary weapons, batteries, bulk
water, shovels etc., most likely in small containers, which means saving
loading time. But also logistic tasks could be taken over in the future, e.g.
by convoys of autonomous guided, driverless trucks and logistics bases

with robots loading and unloading ships, trucks, containers etc.

As a third task robots may bring invisible light illuminators on to the
battlefield. Thereby the actual firing of mortars or artillery could be
avoided, especially if rules of engagement don’t allow for their use or if
collateral damage must be avoided by all means. Of course, these
lluminators could be enhanced with passive detecting systems, like night

vision goggles, or active devices, like blending lasers etc.

We might witness robots as passive situation trackers. Equipped with a set
of sensors and guided by an algorithm, they will move autonomously in the
area of operations and scan it via passive sensors. In case their algorithm
detects strangers or enemies, the system sends a burst message to its
controller and waits for being activated and tele-operated. They could also

be used for fire-operation support or to target illuminators.

A further mission transferred to robots might well be medical evacuation.
While this will most likely focus only on very special circumstances, such as
radioactively contaminated areas, we have to accept that the human
capability to lift and tie things at the same time is hard to imitate in a robot.
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Already today we have a huge number of robots working in the field of
explosive ordnance disposal (EOD) or improvised explosives device
detection. Most of them are tele-operated as the sensor packages do not
allow for more yet. But stand-off detection and automated visual
identification based upon algorithms are steadily developing and offer a lot
of future potential. Another development in this context is the splitting of

tasks between various robot systems, e.g. on the ground and in the air.

The most complex and controversial issue are definitely combat-buddy
systems. There are two different concepts. The first is a combat-support
robot, currently in the shape of a small tank (APC) carrying a vast amount
of different weapons or weapons systems, including machine guns,
cannons, mortars, missile launchers etc. These systems are HI-controlled
and allow especially the increase of fire support for infantry troops. The
challenge for the commander in charge lies in coordinating fire and
movement. In practice this development mirrors the combat technique of
armored infantry when the dismounted commander has to co-ordinate fire
and movement with his armoured personnel carriers. The differences are
the terrain, the size, and the stand-off capability of the robot. The second
concept is based on small, mostly chained vehicles carrying automatic rifles
or usually sniper rifles. They are intended to provide precise fire support,
for instance to neutralised specific objects or targets. As they are much
smaller and their movement usually focuses on the vicinity, their mission
can be much easier controlled, most likely by a single person. The small
size makes them difficult to detect, especially if sealed with specialised
materials that make them nearly undetectable.

Almost as fast as robotic systems anti-robotic systems are developing.
Their weak points are that both brain and machinery are based on
electronics and that tele-operated systems need huge amounts of
telecommunication assets and frequencies. Electrical engineering plus
information technology plus physics offers huge opportunities for
electronic warfare as well as directed energy weapons. This includes, for
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example, hacking, jamming, rendering useless or destroying robots, UAV,
NBIC-systems as well as components thereof, like video systems, sensors
etc.

Another CT option would be the combination of nanotechnology plus
chemistry and physics for the enhancement of camouflage systems. Photo-
and/or thermo-chrome cells could make those systems adaptable,
depending on light conditions or temperature. Those cells would use
zeolites able to ‘store’ information. Photochromism describes components
that undergo a reversible photochemical reaction where an absorption band
in the visible part of the electromagnetic spectrum changes dramatically in
strength or wavelength. Thermochromism refers to the ability of
substances to change its colour according to temperature. Zeolites are
microporous, aluminosilicate commonly used as commercial adsorbents
and catalysts. Further, nanotechnology is used to insert ceramic-like
materials or photo-electrical cells into textiles in order to increase the
protective function of uniforms or to allow for small-scale energy

production when soldiers are exposed to the sun.

Last but not least I'll give you a brief overview of the Austrian NBI-
capabilities and plans. The science unit for robotics and Al focus on
autonomous systems with passive guidance. A desk for nanorobotics is
planned therein. A science desk for nanotechnology has been earmarked
within the sub-division for material technology. On 1% June 2016 we will
open the Austrian Armed Forces Biotechnology Centre (BTZ). The new
science desk for bioinformatics, ADTA’s youngest technology discipline,
was already implemented last year. The number of biologists has doubled
and the number of disciplines multiplied within the past five years! The
sub-division for technology forecast in the staff division for military
technology is headed by a military biologist: we are starting to be prepared
for NBI- systems monitoring and their potential development.
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Figure 1: Austrian military NBI(C) capabilities”

Most of the current weaponry is still mostly based on war-proven
technology of mid-20" century. Aircraft and helicopter capability as well as
missile technology precision have remarkably increased but the technology
itself is half a century old. Materiel developed in the 21% century will
definitely add new technologies, including

* Swarms‘ of robotic systems of all kinds at land, air and sea/ sub-
surface

* Al- supported autonomous systems

* HI- controlled add-ons and combat support systems

* Directed energy, electromagnetic and EMP-weapons

* NBIC-systems

47 Janisch, Michael. 2016. Presentation at the Conference Converging Technologies and
Emerging Risks. Vienna: National Defense Academy Austria.
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2

*  Biogenetic “weapons”, whereby these might influence not only

humans but the whole biosphere

I’d like to conclude with a statement made by the former DARPA -
Defence Science Director, Michael J. GOLDBLATT, PhD ].D.: “As

impossible as these visions sound ... we are talking about science action,

. . 4X
not science fiction”

4 Goldblatt, Michael J. 2005. In: Garreau, Joel. Radical Evolution. New York, p. 22.
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X-Events and the GNR Problem#

John Casti
It's the Law

In the issue of 19 April 1965 of the Journal Electronics Magazine the
engineer Gordon Moore, co-founder of Intel Corporation, wrote the
following prophetic words about advances to be expected in
semiconductor technology:

“The complexity for minimum component costs has increased at a rate of
roughly a factor of two per year. [...] Certainly over the short term this rate
can be expected to continue, if not to increase [...] By 1975, the number
of components per integrated circuit for minimum cost will be 65,000. I
believe that such a large circuit can be built on a single wafer.”

A few years later, semiconductor pioneer and Caltech professor Carver
Mead dubbed this statement ‘Moore's Law’, a term that techno-futurists
and the media have now enshrined as the definitive statement
underpinning technological advancement in the age of machines.
Subsequent mutations, modifications and tinkering led to the general belief
that what Moore said was that transistor packing/computer memory
capacity/computer performance per unit cost/ .. will ‘double every 18
months’. Moore actually said no such thing. What he actually meant was
that the number of something absolutely central to digital technology
improvement would increase at an exponential rate — with no increase in

4 This chapter is a slightly edited version of Chapter 10 of “Casti, John. 2012. X-
EVENTS. New York: Harper Collins.” The article in this book is published with the
special permission of John Casti.
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cost and, moreover, that this development would continue for at least
several decades, if not longer.

Despite the rather grandiose labeling of Moore's observation as a ‘Tlaw’,
there is actually nothing at all remarkable about what he claimed. In fact, it
is a statement that equally applies to the overall life cycle of just about any
new technology. When a technology in its infancy tries to shove the
existing technology off center stage, its market share is very small. As the
new technology gains adherents and begins to make serious inroads into
the market, the growth rate increases exponentially. It then peaks and starts
a downbhill slide until it is itself replaced by the ‘next big thing’.

Many studies have shown that the life cycle represented by growth rate (say
in number of units of the product sold per month) very much follows the
well-known bell-shaped probability curve. And if we measure the
cumulative growth of the technology, that is, the fraction of its ultimate
total market share achieved over the course of time, it follows the familiar
S-shaped curve governing many living and life-like processes. The high-
growth part of the S-curve displays exactly the exponentially-increasing
growth pattern for semiconductors claimed by Moore.

Even though Moore's Law is neither a law nor an extraordinary insight into
the growth of a new technology, it is extremely important in the historical
development of digital technology, serving as a kind of goal for an entire
industry. The reason is that the research and marketing departments of
major players in the industry actually believed the forecasts by “The Law’,
which drove them to fiercely develop new products geared to attain the
predicted performance capabilities as they were convinced that their
competitors would soon produce the product if they did not. So in a
certain sense one can think of Moore's Law as a self-fulfilling prophecy. An

obvious question is: Where are the limits of this principle?
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To answer this question one might start with Gordon Moore himself, who
stated in a 2005 interview that the law does not apply indefinitely. At that
time, he said "It can't continue forever. The nature of exponentials is that
you push them out and eventually disaster happens." In the same interview,
Moore also noted that "Moore's Law is a violation of Murphy's Law.
Everything gets better and better." Other researchers, including MIT
quantum computing expert Seth Lloyd, see the limit reached after 600
years!

In this spirit, speculative futurists, like the inventor Ray Kurzweil and the
mathematician, computer scientist and science-fiction author Vernor
Vinge, have conjectured that continuation of Mootre's Law for only another
few decades will bring on a so-called technological singularity. In his
book The Singularity is Near (2005), Kurzweil suggests that the evolution
process includes six epochs, starting with the emergence of information in
atomic structures and moving to Epoch Four, the state we are in today, in
which technology is able to embody information processes in hardware and
software designs. Kurzweil believes that we are currently at the forefront of
Epoch 5, which involves the merging of technology and human
intelligence. In other words, this is the point where technology manages to
incorporate the methods of biology—primarily self-repair and replication.
These methods are then integrated into the human technology base. The
singularity—Epoch 6—occurs when the knowledge embedded in our brains
merges with the information-processing capability of our technology (read:
machines).

In a 1993 article Vinge, called The Singularity, a point where our old models
must be discarded and a new reality rules." Since humans have the ability to
internalize the world and ask “What if?” we can solve problems thousands
of times faster than evolution can do it in its shotgun approach of trying
everything and sorting out what works from what doesn't. By being able to
create our simulations at a vastly greater speed than ever before, we will
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enter a regime so different that it will be tantamount to throwing away all
the old rules overnight.

It's of more than passing interest to see that Vinge credits the great
visionary John von Neumann for seeing this possibility in the 1950s. Von
Neumann's close friend, mathematician Stan Ulam, recalls in his
autobiography a conversation the two of them had centering on the ever-
accelerating progress of technology and changes in human life. Von
Neumann argued that the rate of technological progress gives rise to an
approaching szngularity in human history beyond which human affairs as we
know them cannot continue. Even though he didn't seem to be using the
term singularity in quite the same way as Vinge, who refers to a kind of
superhuman intelligence, the essential content of the statement refers to
what today's futurists have in mind: an ultra-intelligent machine beyond any

hope of human control.

Radical futurists claim that this fusion between the human mind and
machines will enable humankind to surmount many problems—disease,
finite material resources, poverty, hunger. But they warn that this capability
will also open up the possibility for unparalleled capabilities for humans to
act on their destructive impulses. For those readers old enough to
remember the golden age of science-fiction films, this is all eerily
reminiscent of the marvelous 1956 classic Forbidden Planet, in which
intrepid intergalactic explorers discover the remains of the Krell, an ancient
civilization that possessed the power of creation by pure thought alone.
The Krell apparently vanished overnight when the destructive power of
their alien IDs was given free reign. Should you have missed the film, a
reading of Shakespeare's Othello makes the same point.

It's important to note at this juncture that Kurzweil's argument does not
depend on Moore's Law, remaining in effect indefinitely, at least not in its
original form pertaining just to semiconductors. Rather, he believes that
some new kind of technology will replace the use of integrated circuits and
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the exponential growth according to Moore's Law will then start anew for
this new technology. To distinguish this generalized version of Moore's

Law, Kurzweil has coined the term The Law of Accelerating Returns.

The type of X-event we focus on in this paper involves the emergence of
an ‘unfriendly’ technological species whose interests conflict with those of
the lowly human beings. In such a planetary battle, the humans might win
out. But it's not the way to bet. So let's look into the arguments for and
against this type of conflict, and see if we can get some insight why the
radical futurists think we should be wondering and worrying about these

matters at all.
The GNR problem

There are three rapidly developing technologies that concern most
“singularity theorists’ like Kurzweil, Vinge and others. They are genetic
engineering, nanotechnology and robotics, which taken together form what
is often termed The GNR Problem. Here's a bird's eye view of each.

Genetic engineering: In the past decade or so, the manipulation of the
DNA of plants and animals opens up the possibility of producing
organisms having specific properties deemed desirable by the ‘breeders’.
These might be practical things like disease-resistant tomatoes or bigger,
fatter chickens. Or they might extend to breeding more attractive or
smarter humans. In any case, people are concerned about this kind of
advanced genetic manipulation getting out of control and leading to a

runaway flood of species that could push humankind off the planet.

Nanotechnology: Huge research efforts are underway to provide practical
means to control matter at the molecular, or even atomic, level. The catch-
all term ‘nanotech’ is used to describe a cluster of such efforts, which
includes things, like the use of engineered molecules to clean out clogged
arteries (nanomedicine), the employment of molecules as switches in
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electronic devices (nanoelectronics), and the construction of atom-sized
machines to assemble totally novel sorts of products (nanomanufacturing).
Ethicists and futurists worry about the possibility of these nano- objects
attaining the capability to manufacture copies of themselves, leading to a
cascade of ‘nanobots’ flooding the planet.

Robotics: The past decade or two have seen the development of machines
performing specific functions, like welding parts for automobiles or
vacuuming the floor in your house. What is not at all common is a machine
driven by a computer program outside the control of the programmer
possessing the ability to think like a human being. Moore's Law suggests
that computer hardware is approaching the point where such an artificial
intelligence can be realized.

All of these threats provide the same apocalyptic vision: a technology run
amok that has developed beyond human control. Whether it is genetically
engineered organisms pushing nature's creations off center stage, a plague
of nano-objects vacuuming-up matter to leave a kind of ‘gray goo’ coating
the entire planet, or a race of robots breeding like hyperactive rabbits to
force humans out of the evolutionary competition, the common factor
underwriting each of these dark visions is the heretofore unseen ability of
engineered technology to replicate. Killer plants breeding copies of
themselves, nano-objects soaking up whatever resources they need to make
more and more nano-objects or robots building more robots, all lead to the
same unhappy end for humans: A planet that can no longer sustain human
life, or what's worse, a planet in which we humans can no longer control
our destiny but have been usurped by objects generated by our own
technology.

Up to now, a potentially dangerous technology, like a nuclear bomb, can be
used just once—build it and use it. But then we humans have to build it
again. Technologists argue that genetically-engineered organisms, nano-
objects and robots, will be free of this constraint. They will be capable of
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self-reproduction at an unprecedented speed and scale. When that
crossover point is reached, the curtain starts to fall for humankind as the
dominant species on the planet. Or so goes the scenario painted by techno-
pessimists like Bill Joy, co-founder of Sun Microsystems, who argued in
2002 that we should impose severe restrictions on research in these areas in
order to short-circuit this kind of technological singularity. We will take up

those arguments, pro and con, a bit later.

Now let's look at one of the more interesting threats of the foregoing type,
a plague of robots, as a viable candidate for relegating us humans to the
scrapheap of history.

Intelligent Machines

Almost from the very inception of the modern computer era in the late
1940s, the idea of the computer as a ‘giant brain’ has been a dominant
metaphor. In fact, early popular accounts of computers and what people
claimed they would be able to do refer to them as ‘electronic brains’. This
metaphor gained currency following a now-legendary meeting at
Dartmouth College in 1950 on the theme of what we now call ‘artificial
intelligence’, the study of how to make a computer think just like you and
me. At about the same time, British computer pioneer Alan Turing
published an article titled ‘Computing Machinery and Intelligence’, in which
he outlines the case for believing that it would be possible to develop a
computer that could think in a human way. In this article, Turing even
suggests a test, now called the Turing test, for determining if a computer
was indeed thinking like you and me. The Turing test says the computer is
thinking like a human if a human interrogator cannot reliably decide
whether the machine is a human or a machine through a sequence of blind
interrogations, in which the interrogator cannot see the object under
interrogation. What is relevant here is that for a race of robots to take over
the world, they must have some way of processing information about the

49



physical world received through their sensory apparatus. In short, they
need a brain.

The question is whether technology has come to the point at which a brain
sufficient for the job can be put together from the kind of computing
equipment currently on offer or to be on offer soon. (Note: It is not
required that the robot be able to solve all the same problems that humans
encounter. Nor is it necessary that the robot think in the same way as a
human. All that is needed is that the brain be good enough to give the
robot a survival advantage in competition with humans.) But for the sake
of comparison, let us confine our attention to the question of how much
computing power we need in order to match or exceed the computing
power of the human brain.

At first, we consider the processing power of the brain. From numerous
studies focusing on estimating the processing required to simulate specific
brain functions, like visual processing, auditory functions and the like, we
can extrapolate the processor requirements for the particular part of the
brain involved to the entire brain by just scaling-up. So, for instance,
estimates suggest that visual processing in the retina requires roughly 1000
million instructions per second (MIPS or cps). As the human brain is about
75,000 times heavier than the neurons in the processing part of the retina
(about one-fifth of the entire retina, weighing approximately 0.2 grams), we
arrive at an estimate of 1014 instructions per second for the entire brain.
Another estimate of the same sort can be obtained from examination of
the auditory system. It leads to a figure of 1015 cps for the entire brain. All
other such exercises have arrived at more-or-less this same number as a
reasonable estimate of the processing power of a single human brain.

How does this compare to a computer? Today's personal computer
provides about 109 cps. By the Law of Accelerating Returns, we can expect
this figure to be stepped-up to that of the brain in about fifteen years—or
less! So much for processing. What about memory?
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Estimates indicate that a human who is expert in some domain, such as
medicine, mathematics, law or chess-playing, can remember around ten
million ‘chunks’ of information. These chunks consist of pieces of specific
knowledge, along with various patterns specific to the domain of expertise.
Furthermore, experts say that each such chunk requires about one million
bits to store. So the total storage capacity of the brain comes to around
1013 bits. Estimating memory requirements in the brain by counting
connections between neurons leads to a larger figure of 1018 bits of

memory for a brain.

According to the technological growth curves for computer memory, we
should be able to buy 1013 bits of memory for less than one thousand
dollars in about ten years. So it's reasonable to expect that all the memory
needed to match that of the brain will be readily available not later than
around the year 2020.

When putting the two hardware estimates together, we can see that we will
be able within twenty years to match the brain's processing and memory
capacity with a computing machine costing around one thousand dollars.

Now, what about software? Matching the hardware requirements of the
human brain is likely within the next decade or so. But the ‘killer app’
arrives when we can match the computet's speed, accuracy and unerring
memory with human-level intelligence (i.e., software). In order to do this,
we have to effectively ‘reverse engineer’ the brain, capturing its software in

the hardware of tomorrow.

When it comes to simulating the brain, the first thing we have to note is all
the many ways the human brain differs from a computer. Here are just a

few of the more important differences:

Analog versus Digital: A modern computer is essentially a digital device,
relying upon great speed to turn switches on and off at a dazzling rate. The
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brain, on the other hand, uses a combination of digital and analog (mostly)
processes for its computations. While in the early days of computing
people set great store by the seeming digital aspect of the brain’s neurons,
we have found that they are actually mostly analog devices using chemical
gradients (neurotransmitters) to open and close. So to argue a similarity
between a computer switching circuit and one in the brain is a big stretch,
to say the least.

Speed: The brain is slow; a computer is fast. In fact, the typical cycle time
of even a slow computer is billions of times faster than the cycle time of a
neuron, which is about twenty milliseconds. So the brain has only a few

hundred cycles to do its job of recognizing patterns.

Parallel versus serial: The brain has trillions of connections linking its
neurons. This high degree of connectivity allows lots of computations to
be carried out in parallel. This is totally unlike almost all digital computers,

which do one operation at a time in serial fashion.

These are but a few of the features distinguishing a human brain from a
computer. But with the computing power just around the corner, we will
still be in a position to simulate the brain without actually trying to fabricate
it. What's needed for the next stage of evolution is for computers to be
functionally equivalent to the brain, not to duplicate its precise physical

structure.

All this having been said, simulating a human brain functionally inside a
computer is not quite the same thing as simulating a human being. Or is it?
Of course, a disembodied supra-human brain might easily displace carbon-
based humans as the dominant species on the planet. But even a
disembodied brain needs somehow to sustain its existence in some type of
material medium. Nowadays this medium is the motherboard, keyboard,
monitor, hard drive, RAM memory chips and all the other hardware of
your computer. Tomorrow, who knows? But what we do know is that
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there will have to be some type of physical embodiment of the intelligence.
This means a sensory apparatus for accessing the world outside the
intelligence, as well as some sort of boundary separating that intelligence

from what is ‘outside’. So much for computers. What about robots?
A Brain-in-a-Vat versus Robby, the Robot

As I write these words in my office at home, in the next room a robot
called 2 ‘Roomba’ is moving about in the living room diligently vacuuming-
up the carpet and floors. My hat is off to the design team at iRobot Inc.,
who developed this little gizmo, as it does an excellent job at a task that I
hate—exactly what most of us wish for in a robot. Basically, what we
usually have in mind is some sort of automaton that will do our bidding
with no questions asked, relieving us of various chores and duties that need
doing (like vacuuming) but that in truth are pretty tiresome and boring. But
what we certainly do not have in mind is a collective of intelligent robots
who think that perhaps the tables should be turned and that humans
should serve them instead of the other way around. What are the
possibilities of that flip-flop?

Just before setting the Roomba loose in my living room, a friend and 1
watched the classic 1956 sci-fi film ‘Forbidden Planet” that I mentioned
carlier. Although the technology envisioned by the film's producers fifty
years ago is now a bit antiquated, the story and the moral is as fresh as this

morning's croissants from the bakery on the corner.

Although the F/X specialists in the Fifties were not quite up to today's
standards, the portrayal of Robby, the Robot, a piece of machinery that
serves humans as a driver, cook, transport device, and overall factotum is
wondrous. Even my teenage mind was fascinated by the possibilities when
I first saw the film, and I marveled at Robby's capability to learn new tasks
and comprehend human instructions. Moreover, at the story's denouement
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Robby remains loyal to his human masters, as all of his wiring short-
circuited when he was given instructions to harm a human.

The question raised for us by Robby is whether a robot with those almost
superhuman properties can be guaranteed to follow something like Isaac
Asimov's Laws of Robotics. In about 1940, Asimov proposed the
following laws for a robot to remain a servant to humans, and not become

an evolutionary competitor.
First Law

A robot may not injure a human being or, through inaction, allow a human

being to come to harm.
Second Law

A robot must obey orders given to it by human beings, except where such
orders would conflict with the First Law.

Third Law

A robot must protect its own existence as long as such protection does not
conflict with the First or Second Law.

These Laws of Robotics stipulate that robots are to be slaves to humans
(the Second Law). However, this role can be overridden by the higher-
order First Law, which prevents robots from injuring a human, either by
their own action or by following instructions given by a human. This
prevents them from continuing any activity that would lead to human
injury. It also prevents robots from being used as a tool for or to assist in
various types of physical assaults on humans.

The Third Law generates a robotic survival instinct. So in the absence of

conflict with a higher order law, a robot will
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*  Seck to avoid his destruction through natural causes or accident;
*  Defend itself against attacks from other robots;

*  Defend itself against attacks by humans.

Roger Clarke and others have noted that under the Second Law a robot
appears to be required to comply with a human order, so as to (1) not resist
being destroyed or dismantled, (2) cause itself to be destroyed, or (3)
(within the limits of paradox) dismantle itself. In various stories, Asimov
notes that the order to self- destruct does not have to be obeyed if
obedience would result in harm to a human. In addition, a robot would

generally not be precluded from seeking clarification of the order.

Another gap in Asimov's three Laws, and one that is very important for
our purposes here, is that the Laws refer to individual human beings.
Nothing is said about robots taking actions that would harm a group, or in

the extreme case, humanity as a whole. This leads to the
Zeroth Law

A robot may not injure humanity or, through inaction, allow humanity to

come to harm.

These ‘laws’ of robotic good-citizenship impose severe constraints as to
what is needed to keep a band of intelligent robots in check. Given the
propensity of intelligent objects to evolve so as to enhance their own
survival, it seems unlikely that robots of the sort we are envisioning here
will be satisfied to serve humans as they develop the capacity to serve
themselves. In the 2004 film ‘I, Robot’, which is loosely based on
Asimov's 1950 collection of short stories, robots reinterpret the Laws and
logically conclude that the best way to protect humans is to rule them. The
paradox here is that to be really useful robots have to be able to make their
own decisions. But as soon as they have the capacity to do this, they
acquire the ability to violate the Laws.
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Now back to the vexing question: Will robots take over the world? The
short answer is . .. a definite maybel!

One of my favorite rejoinders to the claims of some futurists about robotic
takeover in the next few decades is that the bodies of robots will be made
of mechanical technology, not electronic. And mechanical engineering
technology is simply not developing at the same furious rate as computers.
There is no Moore's Law in the mechanical realm. For instance, if
automobiles had developed at the same pace as computers we would now
have cars smaller than a match box, traveling at supersonic speeds, and
transporting a train load of passengers while consuming a teaspoonful of
gasoline. In short, size matters when it comes to mechanical technology,
and the rule is the bigger it is, the more powerful it is. Computers are just
the opposite.

So even if we have robots hundreds of times more intelligent than us in a
few decades, humans will still maintain a vast mechanical superiority.
Humans will be able to knock over such a robot without breaking a sweat,
climb stairs and trees easier than any robot on wheels could hope to do,
and generally outperform robots on almost any task requiring the delicate

manipulative capabilities that we have in our hands and fingers.

If I were a betting man, I'd put my money on the above argument for
human superiority in the mechanical dexterity department. And this despite
the fact that we already have robots doing surgical operations by remote
control, along with robotic soldiers carrying out missions in regions
infested with land mines, poisonous gases and other hazards to humans.
The fact that robots can execute such tasks is indeed impressive. But these
are very special-purpose robots, just like the Roomba vacuum, designed to
perform a very special job—and only that job.

Humans, on the other hand, have a far greater capacity to deviate from
the planned program when circumstances do not quite fit into the
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predefined framework that the robot's ‘brain’ expects to encounter. Of
course, you might argue that when the robot brain begins to surpass the
human brain in its information-processing capabilities and in its ability
to adapt to unanticipated circumstances, the game may indeed be up for
us humans. With this ambiguous prospect in mind for a robotic
takeover, let us return to the question of singularity and examine when it
might happen.

The Singularity

In the 1993 paper by Vinge that sparked off volumes of debate, several
paths are sketched out that could lead to the technological creation of a

trans-human intelligence. To paraphrase Vinge, these include:

* The development of computers that are ‘awake’ and superhumanly
intelligent;

* Large computer networks (e.g., the Internet) and their associated
users ‘wake up’ as a superhumanly intelligent entity;

*  Computer/human interfaces become so intimate that users of the
interface are considered superhumanly intelligent;

* Biological science provides the means to improve natural human

intelligence.

The first three elements on this list involve improvement in computer
technology, while the last is primarily genetic. And all may well rely on
nanotechnological developments for their realization. So each facet of the
GNR problem discussed earlier makes its appearance in the unfolding of
The Singularity. And once such an intelligence is ‘alive’, the likelihood is that
it will lead to an exponential runaway in development of even greater
intelligences.

From a human point of view, the consequences of the emergence of these
superhuman intelligences are incalculable. All the old rules will be thrown

57



away, perhaps in just a few hours! Developments that previously were
thought to take generations or millennia may unfold in a few years—or less.

For the next decade or so we probably won't notice any dramatic
movement toward The Singularity. But as hardware develops to a level well
beyond natural human abilities, more symptoms of The Singularity will
become evident. We will see machines take over high-level jobs such as
executive management that were previously thought of as the province of
humans. Another symptom will be that of ideas spreading far quicker than
ever before. Of course, we already rely on computers for a bewildering
array of tasks, as we described solely in the context of communication in
our chapter on the Internet. But even in such a mundane matter as writing
this book, I occasionally shudder when I think of what it was like just three
decades ago, when I wrote my first book—literally by hand! That thought
is but a distant eatly-warning sign of things to come as we approach The
Singularity.

And what of the moment when The Singularity actually arrives? According
to Vinge, it may seem as if our artifacts simply ‘wake up’. From the
moment of crossing the threshold of The Singularity we will be in the post-

human era.

The most crucial point here is whether The Singularity is actually possible. If
we can convince ourselves that it can indeed happen, then nothing short of
the total destruction of human society can stand in its way. Even if all the
governments of the world were to try to prevent it, researchers would still
find ways to continue making progress to the goal. In short, if something
can happen, it will happen—regardless of what governments, or societies as
a whole, might think about it. That is the natural way of human curiosity
and inventiveness. And no amount of political bombast or hand-wringing

morality is going to change that state of affairs.
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So assuming The Singularity can take place, when is the ‘crossover’ going to
occur? There seems to be a reasonably uniform consensus on the answer:
Within the next 20-30 years. The technology futurist Ray Kurzweil has
been even more specific. In his book The Singularity is Near, a kind of
‘bible of Singularitarians’, he states:

“I set the date for The Singularity—representing a profound and disruptive
transformation in human capability—as 2045. The non-biological
intelligence created in that year will be one billion times more powerful
than all human intelligence today.”

That is about as definite as you can get in the forecasting business!

For what it is worth, even though I firmly believe that there will be a
singularity, I'm personally rather skeptical about the timing aspect of the
whole business. The arguments from Moore's Law, accelerating returns,
human curiosity and the like leading to this ‘grand’ event in a couple of
decades strikes me as rather reminiscent of the kinds of pronouncements
made in the early 1950s by Al advocates about what computers would (or
wouldn't) do in the years to come. Some of those claims included
becoming the world chess champion with ten years, translating languages at
the skill level of first-rate human translators in the same time frame,
becoming electromechanical butlers serving dry martinis after a hard day at
the office and so on. Well, some of these goals have actually been achieved,
such as a computer (Deep Blue II) beating the world chess champion (in
1997, not in the 1960s, and by using methods totally unlike what a human
player would employ), while others are as far away as ever from being
achieved (high-quality human-level language translation). In fact, the whole
line of argument by ‘Singularitarians’ is a familiar one in the futurology
business: Extrapolate current trends and ignore the possibility of any
surprises getting in the way. But, of course, this argument only puts off the
day of accounting, and I strongly suspect we will see the kind of super-
human intelligence The Singularity calls for before the end of this century.
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Adding it all up

The complexity increase in the world of machines is rapidly outpacing that
of the human side of the ledger, creating a gap that will almost surely result
in an X-event, sigularity, within the next few decades. In contrast to some
of the complexity gaps we have spoken of earlier, such as an EMP attack or
an Internet crash, singularity is an X-event, whose unfolding time is decades,
not minutes or seconds. But its impact will be dramatic and irreversible,
pushing humans off center-stage in the grand evolutionary drama of life on
this planet.

It should go without saying that the occurrence of any one of the GNR
triumvirate, let alone a combination of the three, would be of great concern
for national defense establishments and multi-country organizations like
the Buropean Union. Singularity represents a direct threat to the way of
human life that has been taken for granted since humans arose many
millennia ago. Since it is virtually certain that singularity will occur at some
point in this century, our goal should be to understand it well enough that
we can manage it so as to ensure that humans will still have a place in that
brave, new world governed by the kind of transcendent intelligence that

singularity will usher-in.
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3 Implications in the Fields of Nano-/Bio-
/Information Technology

Security Risks of Converging Technologies in the Areas
Bio-, Nano- and Information Security

Johannes Rath

Aldous Huxley once said “Technological progress has merely provided us
with more efficient means for going backwards.” There is no easy answer
to the question whether technological progress is a driving force in the
evolution of society. Today, many of the technological advances challenge
our socially and biologically limited capacities regarding governance,
cognition and empathy. Some of these constraints have developed over
thousands of years of biological and cultural evolution and are enshrined in
our genes, cultures and laws. For example, the way modern technologies
have been used in recent elections to manipulate, mobilise and polarise
voters based on untrue and unverifiable claims highlights these challenges.
Therefore Aldous Huxley might have been right that by integrating these
technologies into our world we have gone backwards in our societal and
cultural achievements — one of them being empathy and with it our desire

for peace.

In the recent workshop organised by the Austrian Ministry of Defence and
Sports on Converging Technologies in the security sector, I had the honour
to moderate a panel of distinguished scholars who provided their views on
specific societal challenges posed by modern nano-, bio- and information

technologies.

50 Huxley, Aldous. 1937. Ends and Means. New York, London: Harper and Brothers.
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Dr. Norbert Frischauf provided an overview on current and future
trajectories of such technological developments. He stressed that
technological progress can be a disruptive as well as incremental process
and emphasized the relevance of fundamental research reagarding the cycle
of technological development. Dr. Frischauf mentioned the application
neutrality of technologies, where the sinister potential of such technologies
only comes into play when humans use it for certain purposes. With this in
mind he concluded with a proverb attributed to Thomas Jefferson on the

need for ‘eternal vigilance’ to ensure liberty.

Dr. Filippa Lentzos provided insights into two key areas of converging
technologies in the context of biology. First, she focused on synthetic
biology. Dr Lentzos outlined three key concerns regarding synthetic
biology: a. making it easier to create dangerous pathogens, b. contributing
to a break-down of the expert vs. non-expert boundary, c. enhancing the
capacity to create radically new pathogens. She concluded that although
there are substantial risks related to this technological development in the
future, the short-term risk might be overrated. Second, Dr. Lentzos
focussed on neurobiology and its ramifications with the security sector,
ranging from human enhancement to the development of new chemical
warfare agents. In the final part, she focused on potential misuse of these
technologies and the international legal framework that should help
minimizing misuse risks.

Dr. Wolfgang Schallenberger discussed a very concrete example of
objective risk management in the area of biological research. He focused on
a recent study conducted by the Austrian ‘Kuratorium Sicheres Osterreich’.
By focussing on semi-quantitative risk assessment approaches, Dr.
Schallenberger presented “risk matrixes” for various biological agents that
should be used in guiding and prioritizing risk management practices. He
also addressed the current developments in the area of research governance
(e.g. dual use research of concern, GOF experiments in influenca). In his
concluding remarks, Dr. Schallenberger stressed the need for an integrated
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biorisk management/bio-preparedness approach based on objective risk
assessment, together with a strong element of self-governance by life

scientists.

Technology today provides us not only with answers to questions but
increasingly defines the questions we ask. As a consequence, the
fundamental distinction between individuals and society, on the one hand,
and technology, on the other hand, is becoming more and more blurred. So
if Aldous Huxley is correct, the fast pace of technological progress is a
fundamental risk to our societal achievements, like peace, fundamental
freedoms and human rights. It is too eatly to judge, whether the recent
events and trajectories in politics and the security field are harbingers of
what we can expect from a future technology-driven society — but, as
Thomas Jefferson stated, more vigilance might be needed than ever before
to ensure that our freedom does not become the price for technological

progzress.
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What is the ‘Sinister’ Potential of Nano-, Bio-, and
Information Technology Products in the Year 20257

Norbert Frischauf

There is not a single day without news related to a product of nano-, bio-,
or information technology, such as inventions based on graphene or
quantum dots, bucky balls, and carbon nano tubes; cloning, cryosleep, gene
therapy, or stem cell treatment; big data, Machine-to-Machine (M2M)
communication, the Internet of Things (IoT), cloud services, swarm and
artificial intelligence — the list is sheerly endless.

Most of these news items are generated by a tesearch group and/or a start-
up looking for additional funding and/or investment, and quite often
investors — especially Venture Capital (VC) firms — who are ready to seize
the opportunity, e.g. the Fartner Group assume that there may be a large
untapped market that could be served’. The following figure provides a
snapshot of the emerging technologies as of 2014, summarised in the so-
called ‘Hype Cycle’ by the Gartner Group, a listing of emerging

technologies and the associated expectations.

51 Analysts like the Gartner Group assume that the number of connected devices will rise
dramatically in the years to come; from 12.5 billion in the year 2010 to 80 billion by 2020.
In the same period the number of mobile phones is predicted to increase from 5.6 to 9
billion.
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Figure 1: 2014 Hype Cycle of Emerging Technologies”

52 Gartner Group. 2014. Gartner's 2014 Hype Cycle for Emerging Technologies Maps the
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While not all of these emerging technologies will be realised, several will,
and the gains of those will make up for the losses of the others. A VC runs
his investment portfolio with a targeted success rate of 10-20% - if two out

of ten investments survive, the VC is making profit.

This 20:80 ratio prevails also in technological progress. Contrary to
common belief, technological progress is most of the time an incremental
process — the disruptive innovation™, as powerful as it is, is the exception.
Nonetheless, it is these disruptive technologies and the embedded
opportunities that stimulate the imagination of people. Who cares if the
computer performance doubles every second year? 3D printing,
autonomous cars, the human genome, cloud computing and big data are
the buzzwords that make it into the news. The following graphic from
McKinsey lists twelve of these disruptive innovations, which are currently

making the headlines of all sorts of technology magazines.

Journey to Digital Business.
53 A disruptive innovation is an innovation that creates a new (and unexpected) market by
applying a different set of values (e.g. the lower-priced Ford Model-T).
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Figure 2: Portfolio of twelve Disruptive Technologies™

54 McKinsey Global Institute: g 12 Distuptive Technologies. www.mckinsey.com/insights/
business_technology/distuptive_technologies accessed on 29 March 2016.
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When comparing disruptive technologies and their application as outlined
in Figure with the three technology domains projected by physics,
chemistry and biology, it becomes obvious that the three classical natural

sciences are the basis of technological progress.

In the end our current progress paradigm builds upon the technological
progress, which is introduced into the (western) human society via the so-
called Product Life Cycle (PLC). The PLC comes along with several
distinct phases, as depicted in the figure below.

Figure 3: Technological progress paradign’

Starting with scientific research (involving fundamental and applied
research), the follow-on technological development enters the market due
to innovation and commercial launch. As the technology is implemented by
creating a product or service, it better serves the needs of customers. When
the end of the PLC is reached, the next generation is prepared for market

launch — the associated research may be strategically or market-driven, such

3 Copyright Norbert Frischauf.
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as by governmental/private research programmes, like the European
Union’s H2020 Research Programme.

Analysing the three domains of technological progress (energy,
information, biotech) one will find that some items do not belong to one

domain but to several, such as sensor implants and mobility devices.

Ubiquitous and reliable communication is a major driving force behind all

this progress, since it

* allows to interconnect distant systems with each other;
* enables distant intelligence; and

* is essential to remotely control activities and processes.

Google’s Loon is seen as a great tool to bridge the Digital Divide’,
allowing for a cost-effective access to communication services in areas and

regions, which are currently underserved — like Sri Lanka.
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Figure 4: Google's Loon in a nutshell

There are significant deficits worldwide concerning the access to
communication infrastructures — not only from that perspective can
Africa be considered ‘the lost continent’ — and systems like Loon are
essential to realise the global Internet of Things (IoT), Machine-to-
Machine (M2M) and the Industry 4.0 Vision, as they hold the promise

for worldwide ubiquitous and reliable communication.

While all this may sound like ‘Brave, new world’, one thing that may not
be forgotten is that all these technologies are ‘application-neutral’, i.e.
they may be used for good, not so good or entirely bad purposes.
Naturally, products created by nano-, bio- and information technology
are in themselves neither good nor bad; their sinister potential is
somewhat embedded and will be wunleashed dependent on the
application, like in the case of any other technology. One difference,
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however, is that such products are both disruptive and ground-breaking.
This stems from the fact that nano- and biotechnology have the
potential to fundamentally change the world, as both build upon natural
processes that ‘mother nature’ has been using for billions of years. Due
to the similarity of all these processes, certain inventions risk to create
an unwanted spill-over effect into another nano- or biosystem. One
example within the biotech sector may be that a researcher aims to
remove a malevolent genetic code in a patient using CRISPR-Cas, and
unwillingly changes the genes in a different way with potentially
undetectable but nonetheless fatal results. The sinister side is that
someone might want to do this on purpose and against all ethical
agreements (such as altering germ cells in order to alter the genes of the
offspring).

Similar issues arise with nanotechnology — especially when we are
talking of self-replicating nano-systems things may get quickly out of
control. The Science Fiction novel ‘Diamond Age — Induced
Nightmares’ provides a great example, with the story taking place at the

beginning of the 21" century in a research laboratory:

David Stanton, who works on bis thesis, has been able to construct the first carbon-
based nanomachine by wusing a Scanning Tunnelling Microscope (STM). The story
starts with Mr. Stanton calling for his thesis advisor, Dr. Sarah Latkins,
explaining her how he has achieved this breakthrongh and how to control the
nanomachines. Two types of nanomachines exist, the duplicator and the builder.
While the first one is being used to construct copies of builders and duplicators, the
builders are the workhorses, and cannot make any copies of themselves. Telling the
duplicators, whether they should produce builders or more duplicators is achieved by
changing the conductivity of the solution in which the nanomachines are dispersed. If
the conductivity is increased the duplicators start to produce duplicators. The builders
are shut off by either withholding iron or boiling off the water. Both types of
machines do automatically destroy themselves if not immersed. The tragedy starts as
Dr. Latkins learns that David has cut one of his fingers, with the wound being
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exposed to the "nano-liguid". In the following minutes both the student and his
thesis advisor evaluate the consequences if only one of the duplicators has got into the
bloodstream of David. Although the odds are astronomically small that a duplicator
has entered David's body (the nano-lignid has 156.000.000 builders vs. 58
duplicators), the consequences are enormous. Carbon is anywhere in the human body,
and of course the environment inside the bloodstream is of liguid nature. As Dr.
Latkins realises that there is a significant danger, she calls on the police. The
military isolates her, David and eight other students as well as the equipment from
the laboratory in Cheyenne Mountain. The incubation period is ten days and during
that time everyone from the laboratory resides in an absolute dry room, isolated from
the others. At the last day, all of the 10 persons are linked together in a
videoconference, already on the verge of leaving the isolation quarter. 1t is then, when
the "nano-chain reaction" starts within David's body. As the builders inside
David's  bloodstream could not find any iron they shut themselves off and
disintegrated, releasing iron (that was wused beforehand to "feed" them), thus
increasing the conductivity. The increased conductivity was the trigger for the
duplicator(s) to construct even more duplicators, using the carbon supply nearby.
Within a few minutes after the process had started within David's leg, the chain
reaction reaches every atom in David's body, creating enormous heat, burning him
alive from inside out while incorporating every of his body's atoms into duplicators.
While the others watch David's agony, they are aware that the process will only stop
as soon as David's body has dried out — the nanomachines will only destroy
themselves in the absence of lignid - tragic for David, but the only hope for all
carbon-based life forms in the vicinity. But even this last hope is smashed as the huge
flame that consumes David's body triggers the sprinkler system of the military

56
base...”’

Information may not be as dangerous as bio or nanotechnology as it is
not that closely connected to living organisms; still it has a great

50 Vader, Paul. n.a. “Diamond Age — Induced Nightmares”.
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potential to alter things simply because of the vast number of systems
that will exist and will be interconnected — eventually the IoT and M2M
will be like a beehive, possibly representing some kind of swarm and
maybe one day even an artificial intelligence. Acknowledging that the
DNA is nothing else but a great information storage system, one can
only speculate what happens, if one day it becomes possible to handle
all information stored in every device on this world. The digital age,
enabling both digital storage and interconnected systems, has already
made this vision possible. What is missing are some clever big data
algorithms to find and exploit so far hidden structures within the data

chaos.

Obviously, bio-, nano-, and information technology have a great sinister
potential of their own. Is this risk even more elevated by technological
convergence? Digital convergence, which aims to integrate four
, ITTCE  (Information  Technologies,
Telecommunication, Consumer Electronics, and Entertainment), is a

industries into one

fact like media convergence, the interlinking of computing and other
information technologies, media content, media companies and
communication networks. As of 2014, another convergence, NBIC
(Nanotechnology, Biotechnology, Information technology and
Cognitive science), was put on the table. Will it improve human
performance or will it make us obsolete and lead machines to overtake
us to rule the world? No one can tell now, as humanity seems to be able
to master information technology and, to a certain extent, cognitive
science. However, as far as the capabilities of bio and nano technology
are concerned, we are still in an infant stage. Once humanity masters
bio- and nanotechnology, it remains to be seen what humans will do
with it, as these technologies may potentially be abused. The movie
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‘Gattaca’ (1997) and the SF novel “The Diamond Age™ provide an
insight into the pros and cons of a world where human capabilities are
altered at will and where systems that manipulate matter at the atomic

level have become objects of utility.

NBIC may be an opportunity and a potential sinister problem in the
future, but today’s interlinked world offers already enough sinister
potential for those who are willing to seize the opportunities that exist.
There is no discussion that in a globally interlinked industry scenario,
failures in cybersecurity become a GLOBAL threat, providing for a
means to attack and stop vital processes. In the years to come, the data
on our computers, mobile phones and in the cloud may be readily
accessible for everyone who has a quantum computer at his disposal.
On the other hand, quantum cryptography may serve as the best option

to ensure secure data transmission.

Wherever technological progress may finally take us, all technologies
will have a positive and a negative potential and, consequently, emerging
risks will appear in several forms and with different time scales. The
figure below aims to list but a few, putting them in the context of time

and technology domains:

57 Stephenson, Neal. 1995. The Diamond Age. Bantam Dell, New York.
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Figure 6: Overview of emerging risks sorted by technology domain and time of potential

58
occurrernce

Should a new technology appear within the next 5, 10 or 20 years, whether
driven by progress in physics, biology or chemistry, it is clear that it is in
our responsibility to make the best use of it. Since we humans are both the
driving force and the users of the overall progress — with all our flaws and
virtues and — we should be on constant watch regarding what is going on
out there. As Thomas Jefferson put it: “Eternal vigilance is the price of

9559

liberty””. Although this statement is nearly 200 years old, it is still very
modern — especially in the light of the upcoming converging technologies

and the associated emerging risks.

58 Copyright Norbert Frischauf.
5 Jefferson, Thomas. 4™ July, 1817, 427 year,. Bennington: Vermont Gazette. July 8,

59

1817, p. 2 "...let your motto be 'eternal vigilance is the price we pay for liberty’.
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Pandemic and Bioterrorist Threats — Risk Assessment

Wolfgang Schallenberger

Bioterror means the deliberate release of highly pathogenic biological
agents (bioagents). Pathogenic biological agents comprise bacteria and
viruses as well as biological toxins. These agents are considered to be
potentially used by terrorists to cause death and illness or disrupt food and

water supply.

Since at least the anthrax letter attack shortly after 9/11 increased efforts
have been made to improve preparedness as well as the prevention and
counteraction against possible threat of bioterrorism (ie. bio-
preparedness). This holds true for many industrialized countries,
particularly for the U.S. government, while e.g. bioterrorist threats have not

been perceived as an urgent national security issue in Austria.

As mentioned before, bioterror is the deliberate misuse of biological
knowledge and technology. However, the spectrum of biological risks also
encompasses naturally occurring (e.g. emerging pandemics) and unintended
risks (associated with dual use research or accidental release of pathogens).
Therefore, efforts to improve bio-preparedness need to address the full
spectrum of biological risks. Thus, advances in biotechnological sciences

and their possible misuse for terroristic objectives are a serious concern.

A comprehensive and objective assessment or ranking of biological risks
should be in place as an essential prerequisite for organizing preventive
actions, prioritizing countermeasures and supporting rapid decisions in case
of an emergency situation. Furthermore, risk ranking crucially supports
decision-making in the area of regulations concerning the identification of
suspicious actions like loss or theft of bioagents and of identifying research

and development needs.
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In October 2015, the ‘Kuratorium Sicheres Osterreich (KSO)™ initiated a
process to evaluate chemical, biological, radiological and nuclear (CBRN)
threats to establish an objective risk assessment. This assessment was
intended as a basis for appropriate national security policies and standards.
Experts from different sectors, such as life sciences, health, national
security and the military gathered in multiple workshops to design the
project outline and then to work out the risk assessment for a selected
number of agents’’. The results, potential consequences and conclusions

presented below focus on biological risks.
Risk assessment and risk management - background

The purpose of risk management is to ensure that adequate measures are
taken to protect people, environment and infrastructure from harmful
consequences of human activities and natural events”. As discussed
earlier, risk management includes all measures that help to avoid the
occurrence of biological threats or to reduce their potential harm.
Regarding the extent of risk reduction measures the costs and likely
benefits of these measures in terms of safety gains have to be weighed
against each other. Therefore, an objective risk and threat assessment is a
prerequisite for all rational approaches to risk management. This holds
true for industrial risks, natural disasters or, as discussed in this article, for

bio-preparedness.

Such comprehensive biological threat assessment requires the evaluation
of the risks posed by bioweapons, deliberate or accidental release of bio-
pathogens, and potential pandemics. The inclusion of naturally occurring

60 Kuratorium Sicheres Osterreich (IKSO), cf. https:/ /kuratorium-sicheres-oesterreich.at.

61 Kuratorium Sicheres Osterreich. 2016. Contribution to the nation-wide risk analysis for
Austria: biological, chemical, radiological and nuclear threats. Vienna.

02 Aven, T. & Renn, O. 2009. The role of QRA for characterising risk and uncertainty with
emphasis on terrorism risk. In: Risk Analysis, Vol. 4: 587-600.
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diseases and emerging pandemics is a pragmatic approach that recognises
the synergy of pandemic and biodefense preparedness. A disease outbreak
can be caused by bio-terroristic action or can emerge naturally. However,
both events require many of the same preventive measures, surveillance
routines, diagnostics, healthcare operations and risk communication.

A great number of rankings of bio-pathogens are available. These
rankings base on qualitative or (semi-)quantitative risk assessment
methods. What seems important is that they greatly differ in preciseness,
complexity and effort required for elaboration, while each ranking
method has its benefits and disadvantages”. All in all, most methods
define risk as the product of probability and impact (risk = probability x
impact) of agent release. In other words, risk assessment takes into
account both the uncertainties and the consequences of the natural,

accidental, or deliberate event considered.

The KSO working group decided to use a semi-quantitative way of
assessment instead of conducting a full quantitative risk assessment
(QRA). This approach was chosen for several reasons. First, a stringent
QRA (cf. Tomuzia et.al.”, Radosavlevic et.al.”’) depends on the quality of
the underlying data. However, sufficiently precise and quantitative data is
not, or not always, available for bioterrorist incidents or rare pathogens.
Furthermore, QRA can be misleading in the case of terrorism, particularly

03 Menrath, A. et al. Survey of systems for ranking of agents that pose a bioterroristic
threat. In: Zoonoses and Public Health, 157-166.

%4 Tomuzia, K. et al. 2014. Development of a comparative risk ranking system for agents
posing a bioterrorism threat to human or animal populations. In: Biosecurity and
Bioterrorism, Vol. 11: pp. 53-66.

%5 Radosavlevic, V. & Belojevic, G. &Jovanovic, L. 2012. A Mathematical Model of
Bioterrorist Attack Risk Assessment. In: J. Bioterror Biodef, Vol. 3(1):3.
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bioterrorism, because expected values do not adequately capture events
with low probabilities and high consequences. Traditionally, QRA are
useful to manage the risk of industrial technologies and plants (e.g.
nuclear power, oil, gas). In those cases historic data, causal modelling and
computer simulations are available to derive probabilities with some level
of significance. However, tools such as expected values or probability
distribution are ill-suited for complex and uncertain risk situations such as
terrorism and do not provide useful pictures of risk.

Semi-quantitative risk assessment

Semi-quantitative risk assessment is a compromise between the
preciseness of the result and complexity and the duration of the work
required. With a multidisciplinary group of experts it is possible to
compensate for lacking data and to build a sufficiently strong knowledge
base, including phenomena, processes, activities and systems being

analysed.

QRAs depend on detailed and rigorous risk quantification, but
quantification not only demands a quality database but often also requires
strong simplifications. This might result in important factors being
ignored or given too little weight in complex, uncertain and ambiguous
risk situations such as terrorism. Therefore, introducing expert judgement

could prove a tool to reduce uncertainty®

. It allows for specifying context
determinants as well as their likely changes, and for deriving motivations
of potential terrorists. In a qualitative or semi-quantitative analysis a more

comprehensive risk picture can be established by building scenarios,

66 Renn, O. & Walker, K. Lessons learned. 2008: A re-assessment of the IRGC framework
on risk governance. In: O. Renn & K. Walker (eds.). The IRGC Risk Governance
Framework: Concepts and Practice. New York: Springer, 331-167.
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assessing uncertainties beyond probabilities, and providing subjective
scores of importance.

Moreover, experts from different institutions (health system, security
authorities, emergency services) and multidisciplinary  scientific
background are able to develop a common understanding and language,
which, in case of an emergency, will help to improve cooperation

between decision-makers and stakeholders.

Semi-quantitative risk assessment based on expert judgement, particularly
related to terrorism risk, has proven to be a useful method to achieve
useful results in situations that require efficient and time saving analysis®’.

The risks of pandemics and emerging infectious diseases seem to be more
calculable in terms of statistic probabilities. Nevertheless, also for these
events semi-quantitative assessment is still appropriate because expert
judgement can additionally include quantitative data as available. A
coherent and comparative assessment of infectious disease threats assist
risk managers in making robust and legitimate decisions for the whole
spectrum of biological risks. This holds true, regardless of cause, for
bioterrorism or natural epidemic emergence as well.

Semi-quantitative assessment of bioterrorist and pandemic risks

As mentioned above, the most frequently used form of risk definition is
the product of probability and impact:

7 Aven, T. & Renn, O. 2009. The role of QRA for characterising risk and uncertainty with
emphasis on terrorism tisk. In: Risk Analysis, Vol. 4:587-600.
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Risk ~ Probability x Impact

For semi-quantitative assessment, the term ‘probability’ is not meant in
a strictly statistical sense (as it is for QRA). It rather indicates the
likeliness that an agent will appear as a biological threat. Therefore, the
expert group decided to use the term ‘plausibility’ instead of
‘probability’:

Risk ~ Plausibility x Impact

For the assessment, the two criteria (or dimensions) of risk — plausibility
and impact — are each considered to consist of sub-criteria. There are
many ways to define sub-criteria and, of course, many more possibilities
to further divide into sub-sub criteria. Therefore, a short description of

the method chosen by the KSO expert is given below.

Impact comprises the sub-criteria infectiousness, method of delivery or
transmission, lethality and vulnerability. Probability or plausibility
incorporates parameters such as terroristic intention, technical or
synthetic availability and access, natural re-emergence or accidental

outbreaks and global transit of bioagents.

In addition, every sub-criterion itself is composed of multiple
considerations. As an example, the key assessment issue, ‘terrorist
intent’ encompasses several aspects. These aspects are the motivation
(of a terrorist) to use a disease as a weapon, the technical capability to
do so, the availability of a high impact agent, combined with an
appropriate attack scenario and a high chance of success. “Technical
availability’ considers possible access to a bioweapon from existing
bioweapon stocks, rogue states, malevolent researchers and/or whether
it could be reconstituted by means of biotechnology. “Vulnerability’ does
not only reflect how the outbreak of a disease might impact health

systems, social institutions and infrastructure. It also includes the
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availability and effectiveness of countermeasures as well as the
dimensions of robustness and resilience of health systems and of

society.

Again, each of these sub-parameters of vulnerability can (and should) be
split into subcategories of influence factors. For example,
countermeasures comprise the availability of (early) diagnostics, the
options of containment (disinfection, quarantine), prevention in humans

(vaccines), and the treatment of humans (medicines) among others.

The method allows for a simple and quick reconsideration of single
parameters or to include additional or emerging aspects when the
context is changing. However, an interdisciplinary expert group has to
agree upon a rationally structured and well-organized working process,
in order to value a multitude of differing influence parameters in an
efficient and productive way. In a series of workshops the KSO expert

group first decided on a limited number of agents and diseases.

Subsequently, the selected agents and scenarios were discussed step by
step. Finally, for each sub-criterion a value from zero to ten on a risk
rating scale was assigned to each agent or disease as exemplified by the
table in Fig. 1.
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Criteria
Sub-Criteria
Influenza
Influenza*
SARS

Polio
Smallpox
[Ebola
IAnthrax
IAnthrax*
'VBD
Blister WA*
Nerve WA*

Infectiosity/
*contamination
and spreading

e
e
w
~
)
3
a
a
&}
©w
©w

Dispersal / N 9 19 |3 (6 |9 (3 [1 |1 |2 |2 2
transmissibility
Lethality/ 4 19 |3 |2 |9 [10|8 |10]|5 |2 7

Morbidity

I3}
é-Vulnerabih'ty 4 19 |2 (0 |5 |2 (4 |9 |1 |4 4

Fig. 1: Risk rating scale (Kuratorium Sicheres Osterreich)”

Intended/
terrorist/
-motivated
release®*
Synthezising /
*technical
availability

recurrence/
mutation/
*technical
failure

Transit

10

Natural

.

Ebola, as an example, is undoubtedly very lethal for any infected person.
However, transmissibility is limited to direct contact or body fluid

68 Kuratorium Sicheres Osterreich. 2016. Contribution to the nation-wide risk analysis for
Austria: biological, chemical, radiological and nuclear threats. Vienna.
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exchange. The same applies for anthrax, whereas influenza, as a
counterexample, combines a moderate lethality with high transmissibility

and quick global transit.

This assessment results in a two-dimensional risk matrix with plausibility and
impact. Importantly, the maximum risk is located in the right upper corner

(Fig. 2).

At first glance, most risks lie somewhere in the middle of the risk matrix with
influenza and smallpox more on the right upper side. The threat imposed by
influenza is obvious, even though it is not widely noticed. Influenza emerges
every year in the influenza season and causes several hundreds of thousands
cases of disease. Several thousand of these infections result in patient death,

mainly older and immunocompromised persons are affected.

The case of smallpox poses a special situation. After the eradication of
smallpox in 1980, the vaccination programmes were discontinued. Therefore,
the immunity of the population against smallpox has vanished in most
countries. This could have dramatic consequences in case of a re-emergence
of the smallpox virus. Even though all known smallpox stocks around the
world were destroyed or transferred in one of two WHO reference labs in
the US and Russia, the threat still persists. Apart from forgotten stocks that
resurface in labs from time to time, it is theoretically possible to reconstruct
the smallpox virus by means of modern biotechnology. Therefore, the threat
of smallpox to public health, naturally occurring or deliberately released,
must be considered high.
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Fig. 2: Risk matrix for biological agents of natural or deliberate origin. The chemical
agents Nerve WA and Blister WA are included for reason of comparison. Influenza™
and Anthrax* indicate increased risk presented by these agents after pathogenicity has
been enforced by means of modern biotechnology (Kuratorium Sicheres Osterreich)”

To date, all known bioterrorist attacks have involved classical bacterial or
toxin agents. Fortunately, the combination of motivation and capability
that is required for a successful bioterrorist attack is rare.”” For the
foreseeable future, mass casualty threats with high level bioweapons (as
described below) are not likely to arise from terrorist attacks. Therefore, the
KSO report in a first step focuses on those well-known, classical bioagents

for deliberate release or terrorist use as well as on known pandemic threats.

6 Kuratorium Sicheres Osterreich. 2016. Contribution to the nation-wide risk analysis for
Austria: biological, chemical, radiological and nuclear threats. Vienna.

70 Schallenberger, W. 2014. Bioterrorismus - eine aktuelle Gefahr?. In: R. O. f. L. u. Sport
(ed.).: Biologische Bedrohungen: Gefahren aus Natur und Retorte. Korneuburg, 61-74.
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Current technological advances — a future security challenge

Nevertheless, the advances in the life sciences trigger the question, whether
and how the wide accessibility of knowledge and technologies will create
new dual use and deliberate or terroristic risks. It is necessary to reassess
the possible impact of the so-called new biotechnologies on biological
threats. A few examples of recent and unanticipated science and technology
achievements illustrate the situation. These examples of technological

breakthroughs include DNA sequencing, synthetic biology, gene editing.

Today, DNA sequencing technologies allow reading a human genome

sequence — 4-5 billion of nucleotides - for €1.000. Ten years ago the cost
amounted to € 25.000.000. Genomic sequences of any organism — animals,
plants, bacteria or viruses — are accessible in public data collections. The
function of genes and gene complexes - including pathogenic ones — is
increasingly known and ready to use in order to alter properties and

metabolic products of microbes.

Based on sequence information, a master copy or blueprint, advanced
DNA-synthesizing technology enables the reconstruction of entire viral
genomes. Furthermore, it is possible to design new properties or to
engineer altered pathways by means or synthetic biology. There are many

threatening examples of how synthetic biology creates and modifies
pathogenic organisms.” "?As early as 2002, the construction of a ‘live’
poliovirus using synthetic DNA segments and the available viral genome
sequence was reported.” In 2005, the virus that caused the 1918 Spanish

"1 Casadevall, A. 2012. The future of biological warfare. In: Microbial Biotechnology,

Vol. 5: 584-587.

72 Tucker, J. B. 2011: Could Terrorist exploit Synthetic Biology? In: The New Atlantis - A
Journal of Technology and Society, Vol. 31: 69-81.

73 Cello, J. & Paul, A. & Wimmer, E. 2002. Chemical Synthesis of Poliovirus cDNA:
Generation of Infectious Virus in the Absence of Natural Template. In: Science,Vol. 297:
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influenza pandemic was reconstructed.”* The most advanced techniques
fifteen years ago are routine methods in today’s laboratories. Currently,
huge efforts are underway to advance sequencing technology from

. . . . 75
scientific research into a true manufacturing tool.

Gene editing became another public buzzword. It describes the ability to
target, study and change particular DNA sequences in any specific position
in the vast expanse of a genome. Ever since the first genetic engineering
experiments 40 years ago, ‘actual’ gene editing was a dream pursued by
generations of life scientists. Some ten years ago, a technology named “zinc
finger nuclease” emerged as the result of a breakthrough in research. Only
a short time later it was followed by an even smarter technology named
TALEN.

In 2012/2013, the so-called CRISPR technology emerged as a real game
changer in the field of gene editing. The details of this technology would
surpass the scope of this article. However, a few figures illustrate the
drastic changes caused by CRISPR. To conduct one specific mutation,
cither the deletion or the insertion of genetic information, TALEN requires
on average chemical assays costing some € 3.000 and 2 or 3 months of hard
work on the lab bench. Finally, the method will deliver a success rate of 1
%. With CRISPR about € 50 for chemicals, 1-2 weeks of work in the

laboratory result in a success rate 50% and more.

Just a few years ago, gene editing was exclusively accessible to a few high
competence centres with huge financial funds. Today it is accessible to
almost any lab and even interested students. It is available in the form of

2016-2018.

7 Tumpey, T. et al. 2005. Characterization of the Reconstructed 1918 Spanish Influenza
Pandemic. In: Science, Vol. 310:77-80.

75 Leake, D. 2016. DNA synthesis steps up. In: Genetic Engineering & Biotechnology
News April 2016:14-15.
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commercial reagents, kits, and services. There is no need for expensive
equipment and people do not need many years of training to do this.

These facts lead to the important issue of ‘de-skilling’. Spread and
advancement of enabling technologies could not only increase the risk of
misuse, but also reduce the level of knowledge and skills required to
perform biological attacks. However, whether this de-skilling process is or
will be sufficient to make possible effective bioterrorist attacks by non-state

actors is highly controversial.”

There is no doubt that the dramatic advances of modern biotechnologies
are no longer material-based but information-based. Another trend is the
convergence of biological and chemical production methods that could be

misused to produce highly toxic chemicals in bacteria.
The danger of dual use research

The rapid pace of technological advances suggests that new technologies
are likely to modify the range of biological weapons (and, of course, for
biodefense) in coming years. In this context ‘dual use research’ leading to
‘dual use risks’ is of particular interest. Such research can be anticipated to
provide knowledge, products, or technologies that could be directly
misapplied by malevolent individuals or groups to pose a threat to public

health, plants, animals, and the environment.”

The scientific community (and biosecurity experts) should give particular
attention to ‘experiments of concern’. This includes demonstrations on

70 Jefferson, C.& Lentzos, F. &Marris, C. 2014. Synthetic biology and biosecurity:
challenging the "myths". In: Frontiers in Public Health, Vol. 2:1-15.

77 NSABB, N. S. A. B. f. B. 2007. Proposed Framework for the Oversight of Dual Use
Life Sciences Research: Strategies for Minimizing the Potential Misuse of Research
Information. Maryland: National Institutes of Health.
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how to render a vaccine ineffective; conferring resistance to antibiotics or
antiviral substances; enhancing virulence of a pathogen or rendering a non-
pathogen virulent; increasing the transmissibility of a pathogen; altering the
host range of a pathogen; enabling the evasion of diagnostic and detection
modalities; enabling the weaponisation of a biological agent or toxin.”

But, and this could emerge as historic irony, the huge investments in
biodefense research since 2001 have enormously expanded the number of
scientists in such research fields with clear dual-use potential. Of course,
the now large number of scientists with dual-use knowledge has not only

increased our biodefense capabilities but also the statistical risk of misuse.

Today, there is an overall agreement that dual use research could pose a
serious threat to public health.” Countries need to work on biosecurity
strategies and to implement biodefense measures on national and

. . 0
international levels.®

The EU Council adopted a first programme for
improving cooperation in the European Union in order to prevent and
limit the consequences of CBRN terrorist threats and renewed this effort
by launching the so-called ‘EU CBRN action plan’ in 2009.” Today, just a
few member states have already implemented appropriate and

comprehensive steps to comply with this initiative.
Examples of potential for misuse

As mentioned before, many experts claim that the risk of novel bioagents
being created by malevolent people experimenting with synthetic biology is

8 NRC, N. R. C. 2004. Biotechnology Research in an Age of Terrorism. Washington, DC:
National Academies Press.

7 Lentzos, F. 2016. Biology s Misuse Potential. In: Connections QJ, Vol. 15:48-64.

80 Vogel, K. M. & Ozin, A. J.& Suk, J. E. 2015: Biosecurity and dual use research: gaining
function - but at what cost? In: Frontiers in Public Health, Vol. 3:1-2.

81 EU Council 2009. EU CBRN action plan, 1.
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very unlikely. However, the technology for significantly enhancing the
lethality of existing biological weapons already exists.”” More than just a few
‘experiments of concern’ were successfully undertaken in the past and they
will more common in the future. A few examples of such ‘high end’ bio
agents point in this direction and to how they could alter the risk compared

to conventional pathogens:

The introduction of antibiotic resistance genes into bacterial agents could
significantly enhance their lethality by reducing treatment options. In this
regard, it is relatively simple to generate anthrax bacteria resistant to first
line antibiotics. By assessing the potential impact of such an ‘enhanced’
microbe and the increased possibility of their deliberate use the position of
‘Anthrax’ will move to ‘Anthrax* (Fig. 2).

In 2011 two research groups™ independently announced that they have
created an aerosol transmissible variant of the H5N1 avian influenza virus.
To date, the lethal avian influenza virus is known to be transmissible only
through direct, physical contact with infected animals. Therefore, by
combining high lethality with high transmissibility they created an influenza
virus that could cause a deadly, global pandemic. The increased biological
risk posed by such an influenza virus is illustrated in Fig. 2 by ‘Influenza*’
as compared to ‘Influenza’. Of course, the threat posed by this mutation

type could arise from natural emergence as well.

82 Tucker, J. B. 2010. The Current Bioweapons Threat. Belgrade.
83 Herfst, S. et al. 2012. Airborne transmission of influenza A/H5N1 virus between
Ferrets. In: Science, Vol. 336: 1534-1541.
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Another possibility was demonstrated unintentionally by genetically
modifying viruses to express immune modifiers such as interleukins to

block the efficacy of vaccines.*

Assessing the risks imposed by such ‘high end” bioagents such as antibiotic
resistant anthrax or airborne transmissible avian influenza will lead, not
very surprisingly, to a significantly increased risk of each of the altered

bioagents, as shown in Fig. 2.

Actually, the value of such assessment tools does not only lie in the
visualisation of relative risks. It also helps to derive conclusions that affect
preventive and countermeasures. For example, antibiotic resistance would
increase the lethality of anthrax but also the motivation of terrorists to use
it and the vulnerability of health systems. The semi-quantitative assessment
tool makes it possible to differentiate the influences of contextual changes
on relative risks. Therefore, asking the right questions might lead to a better
preparedness. Therefore, in case of a future presumptive anthrax attack, it
will not be important to know whether there is anthrax but whether there is
genetically altered anthrax. Should antibiotic resistant anthrax be found by
using quick and precise diagnostics, appropriate measures to treat and
isolate infected individuals, protect first responders and uninfected persons
can be taken in time.

In this context, it is important to emphasize that technological advances
will not only change the scope of application for deliberate biological agent
release or bioterror but also increase the defensive capabilities to prevent,
detect and counter new biological threats.

84 Jackson, R. J. et al. 2001. Expression of Mouse Interleukin-4 by a Recombinant
Ectromelia Virus Suppresses Cytolytic Lymphocyte Responses and Overcomes Genetic
Resistance to Mousepox. In: Journal of Virology, Vol. 75: 1205-1210.
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Concluding remarks

Risk assessment is a tool useful for a broad range of decisions and activities
to increase biopreparedness. However, it does not predict when, where and
what disease will break out or whether accidental or deliberate misuse will
occur. Given the different nature of the risks across the spectrum, a
common approach incorporating specific scenarios coupled with an

overarching model can be used for a unified risk assessment.

Naturally occurring pandemics, be it emerging (e.g. SARS, Ebola) or re-
emerging (Influenza) have been continuing and will continue to be a real
threat to public health. Health systems on a national and international level
have successfully established pandemic preparedness and are steadily
optimising prevention and healthcare measures to meet these challenges.
However, naturally occurring diseases pose the greatest risk. Therefore, a
focus on public health and health systems that encompass surveillance,
detection, prevention, treatment is the most sensible way to address the full
spectrum of biological risks.

No matter how likely bioterror might be, in the age of terrorism biological
weapons are perfectly suited for asymmetric warfare, given their relatively
low costs combined with potentially strong effects, both physiological and
psychological, on targeted populations. Thus, in the near future we should
continue to be concerned about classical biological weapons with limited
efficacy. However, even if the absolute number of casualties is likely to be
low, the impact of a bioterrorist attack can still be high.*

There is broad agreement between many international experts that the risk
of ‘high end’ bioterrorism might be exaggerated, particularly in the United

85 Janssen, H. & Breeveld, F. & Stijnis, C. & Grobusch, M. 2014: Biological watfare,
bioterrorism, and biocrime. In: Clinical Microbiology and Infection, Vol. 20:488-496.
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States. However, given the trends of technological advances and deskilling,
it would be unwise to be too easy going and to ignore them completely.
The dramatic advancement of biotechnologies with a potential for misuse
increases the likeliness that more sophisticated bioterrorist attacks occur.
At least, there should be a continuous observation and a regular re-

assessment of associated risks to enable early detection of looming threats.

When considering bioterrorist risk, the key issues are intent and capability
to use biological weapons. However, bioterrorist intent and capability pose
the highest levels of uncertainty and, therefore, they are the most difficult
parameters in any rational assessment. For this purpose, new forms of
intelligence analysis will be required™ to detect and identify them as early as
possible.

The people most capable of harnessing advanced biotechnologies for
harmful purposes are life scientists working in academic and industrial
laboratories. The sole perpetrator of the 2001 anthrax attack was a
respected microbiologist working in a biodefense laboratory of the United
States Army. Since 2001, the number of researchers with relevant dual use
knowledge has expanded enormously not least due to the public funding of
biodefense research.

Contrary to nuclear or chemical agents, dual use risks in biotechnology are
very high. With respect to all facets such as organisms, manufacturing
devices and so on, there is a lack of unambiguous technical ‘fingerprint’ of

bioweapon related activities.

The ultimate purpose of biological risk assessment is to show the best way
of how to protect society. The sheer number of different threats suggests

86 Vogel, K. M. 2013. The Need for Greater Multidisciolinatity, Sociotechnical Analysis:
The Bioweapons Case. In: Studies in Intelligence, Vol. 57(3):1-10.
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that attempts to achieve defence using microbe-to-microbe approaches to
biodefence are impractical and inefficient. While no single countermeasure
can be a ‘silver-bullet’, there is a need to prioritise responses that will have
the most impact on the full spectrum of biological risks.”” Assessing the
risk reducing potential of different countermeasures and performing cost-
benefit analysis could be used as a feedback for the assessment process and

allow for strengthening overall bio preparedness.

87 Royal Society. 2009. New approaches to biological risk assessment. London.
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Emerging Security Challenges in Biology$s
Filippa Lentzos
Key points

* Assessments of contemporary misuse risks in biology must have 1)
a realistic understanding of the emerging technologies and the
scientific practices surrounding them, and 2) a nuanced
consideration of who the potential threat is coming from.

* The most significant risk of misuse of scientific advances in biology
comes is state or state-supported use of sophisticated biological
weapons.

* Another significant concern is the ‘insider threat’ from well-
resourced biodefence programmes.

* Heavy military investments in emerging biotechnologies for
defence purposes pose a final major risk of misuse serving as a
cover-up for an offensive program or, more likely, being perceived
as such.

Twenty-first century biology

Twenty-first century biology has been characterized by rapid advances and
an increasing convergence of biology, chemistry, engineering, mathematics,
computer science and information theory. There is also an increasing
spread of capacity in biology around the world, particularly in emerging
economies such as China and India, as well as increasing international
collaborations, not only among researchers in scientifically developed
countries and between researchers of developed and developing countries,

88 Acknowledgment: This chapter has been adapted from Lentzos, Filippa. 2016: Biology’s
misuse potential. In: Connections — The Quarterly Journal, Vol.15(2):48-64.
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but also among regional networks and, increasingly, among scientists within
developing countries. The increasing transparence of science with new
tools like wikis, blogs and microblogs is altering the way information is
collected, handled, disseminated and accessed. All these developments
increase the challenge for those tracking and assessing contemporary

. . . 9
misuse risks of biology.”

The most recent assessment by the global network of science academies
concludes that technological barriers to acquiring and using bioweapons
have been significantly eroded over the last few years.” It is now easier to
acquire both natural and synthetic pathogens. It is also easier to produce
biological agents, and lab equipment can be fabricated using 3D-printing
technology — though this is by no means easy. Less space and time are also
required for scale up, and it is easier to conceal nefarious activities.
Advances in nanotechnology and aerobiology, along with the use of
chemical co-factors to increase uptake and formulations to improve
absorption from the gastrointestinal tract, are making the dispersal and
delivery of biological agents easier too. In short, the global network of

8 TAP Global Network of Science Academies conference. 13-15 September 2015. The
Biological and Toxin Weapon Trends Symposium. Warsaw: Polish Academy of Sciences.
IAP Global Security Working Group Meeting. 16 September 2015. Assessing the
Implications of Advances in Science and Technology for the BTW 2016. Warsaw :Polish
Academy of Sciences. (A summary is available under www.iapbwg.pan.pl ).

Organisation for the Prohibition of Chemical Weapons. 2014. Convergence of Chemistry
and Biology: Report of the Scientific Advisory Board’s Temporary Working Group. The
Hague.

National Research Council. 2011. Life Sciences and Related Fields: Trends Relevant to the
Biological Weapons Convention. Washington, DC: National Academies Press.

The Biological Weapon Convention Seventh Review Conference. 5-22 December 2011.
New Scientific and Technological Developments Relevant to the Convention. Geneva.

% JAP Global Netwotk of Science Academies conference.13—15 September 2015. The
Biological and Toxin Weapon Trends Symposium. Warsaw: Polish Academy of Sciences.
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science academies argues that scientific advances “could facilitate almost

every step of a biological weapons programme.””!

Not all biological research causes concern. Various efforts have been made,
particularly in the United States, to characterize biological research with

high potential for misuse.”

Examples of such ‘dual use research of
concern’ include experiments that increase capacity to manipulate the
pathogenicity, virulence, host-specificity, transmissibility, resistance to
drugs, or ability to overcome host immunity to pathogens; to synthesize
pathogens and toxins without cultivation of microorganisms or using other
natural sources; to identify new mechanisms to disrupt the healthy
functioning of humans, animals and plants; and to develop novel means of
delivering biological agents and toxins. Early high-profile experiments that
raised concern aimed at making mouse pox more deadly, synthesizing
poliovirus from scratch and reconstructing the extinct 1918 flu virus.”
More recently, entire fields of biological research have raised concern.

These include synthetic biology and neurobiology.

o1 Ibid.

92 For example: National Research Council. 2004. Biotechnology Research in an Age of
Terror- ism. National Washington, DC: Academies Press.

National Science Advisory Board for Biosecurity. 2007. Proposed Framework for the
Oversight of Dual-Use Life Sciences Research. Washington; US Government Policy for
Oversight of Life Sciences Dual Use Research of Concern; March 2012; US Government
Policy for Institutional Oversight of Life Sciences Dual Use Research of Concern;
September 2014. Available at http://osp.od.nih.gov/office-biotechnology-
activities/biosecurity/ dual-use-research-concern:

9 Jackson, Ronald J. et al. 2001: Expression of Mouse Interleukin-4 by a Recombinant
Ectromelia Virus Suppresses Cytolytic Lymphocyte Responses and Overcomes Genetic
Resistance to Mousepox. In: Journal of Virology 75.1205-1210; Wimmer, Eckard. 2006.
The Test-tube Synthesis of a Chemical Called Poliovirus. The Simple Synthesis of a Virus
Has Far-reaching Societal Implications. In: The European Molecular Biology Organization
Reports — Special Issue 7:3-9; Tumpey, Terrence M. et al. 2005. Characterization of the
Reconstructed 1918 Spanish Influenza Pandemic Virus. In: Science 310:77-80.
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Synthetic biology

Synthetic biology is an emerging field in life sciences that is often identified
as the most susceptible one to misuse. The field aims at engineering
biology, or “to designing and engineering biologically based parts, novel
devices and systems, as well as redesigning existing, natural biological
systems.””* The aspirations and pace in the advance of synthetic biology
have raised a number of security concerns. Some of these are legitimate,

95
others less so.

One of the most frequently cited concerns is that synthetic biology is
making it easier to create dangerous pathogens from scratch. The claim is
that well-characterised biological parts can be easily obtained from open-
source online registries and then assembled by people with no specialist
training outside professional scientific institutions, into genetic circuits,
devices and systems that will reliably perform desired functions in live
organisms. The assumption that synthetic biology makes it easy for
anybody to ‘engineer biology’ is, however, not true. Academic and
commercial researchers are still struggling with every stage of the
standardisation and mechanisation process. More than a decade in, the
translation of proof-of-concept designs into real-world applications is still a
major challenge. As recently noted in the scientific literature surveying the
progress in synthetic biology: “The synthetic part is easy, it’s the biology

part that’s confounding.”™

And, even if the engineering approaches offered
by synthetic biology make processes more systematic and more

reproducible, skills do not become irrelevant, and all aspects of the work

% The Royal Academy of Engineering. 2009. Synthetic Biology: Scope, Applications and
Implications. London:The Royal Academy of Engineering.

% Jefferson, Catherine &Lentzos, Filippa &Marris, Claire. 2014. Synthetic biology and
biosecurity: Challenging the ‘myths’. In: Frontiers in Public Health, Vol. 2: 115.

% Gardner, Timothy S. et al. 2014. Synthetic Biology: From Hype to Impact. In: Trends in
Bio- technology 31(3):123—125 (quoted in Nature Reviews Microbiology 12(5):309).
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do not become easier. In fact, ‘easier’ does not mean ‘easy.” Aeronautical
engineering provides a useful analogy: Planes are built from a large number
of well-defined parts in a systematic way, but this does not mean that any
member of the general public can build a plane, make it fly and use it for
commercial transportation. Thus, advances in synthetic biology do not
make it easier for just anybody to engineer biological systems, including

dangerous ones.

This leads to the often raised second concern that synthetic biology is
breaking down the boundary between experts and non-experts. In other
words, the growth of a do-it-yourself biology (DIY bio) community, along
with the fact that DNA synthesis is becoming cheaper and easily
outsourced, could make it easier for terrorists to obtain the basic materials
to create biological threat agents. However, the link between synthetic
biology and DIY bio, as well as the level of sophistication of the
experiments typically being performed, are grossly over-stated. There are
also several challenges increasing the misuse potential offered by
inexpensive DNA sequencing. While the “technology for synthesizing
DNA?” is readily accessible, straightforward and constitutes a fundamental
tool used in current biological research, ... the science of constructing and
expressing viruses in the laboratory is more complex and somewhat of an
art. It is the laboratory procedures downstream from the actual synthesis of
DNA that are the limiting steps in recovering viruses from genetic
material.””’ Again, it is the biology and not the synthetic part that is
complicated, and DNA synthesis requires extensive training in basic
techniques of molecular-biology, such as ligation and cloning, including

o7 National Science Advisory Board for Biosecurity (NSABB). 2006. Addressing
Biosecutity Concerns Related to the Synthesis of Select Agents. Bethesda, MD: National
Institutes of Health, 4.
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hands-on experience that is not “reducible to recipes, equipment, and

: 9
infrastructure.””

A third frequently voiced concern is that synthetic biology may enable the
design of radically new pathogens and that synthetic biology could be used
to enhance the virulence or increase the transmissibility of known
pathogens, creating novel threat agents. It is not that simple: Even experts

have a hard time enhancing disease pathogens.

In sum, it is likely, in the near future, that synthetic biology will make it
possible to create dangerous viruses from scratch. However, while
synthetic biology is ‘deskilling’ science, it is not doing this to the extent that
people with no specialist training operating outside professional scientific
institutions can assemble biological parts into circuits, devices and systems
that will reliably perform the desired functions in live organisms, and even
professionals will have a hard time creating radically new pathogens or

synthetic ‘super-pathogens.’
Neurobiology

Neurobiology is another emerging area with high potential for misuse.”
Military interest in neurobiology mainly relates to enhancement, involving
efforts to improve the operational performance of national forces, and to

% Vogel, Kathleen. 2006. Bioweapons Proliferation: Where Science Studies and Public
Policy Collide. In: Social Studies of Science 36(5):676.

% National Research Council. 2008. Emerging Cognitive Neuroscience and Related
Technologies. Washington, DC: National Academies Press; The Royal Society. 2012.
Neutroscience,  Conflict  and  Secutity. London  ( http://royalsociety.org/
policy/projects/brain-waves/society-policy, accessed 20 January 2016) Requatth, Tim.
2015. 'This is Your Brain. This Is Your Brain as a Weapon. In:
http:/ /foreignpolicy.com/2015/09 /14 / this-is-your-brain-this-is-yout-brain-as-a-weapon-
darpa-dual-use-neuroscience/, accessed 20 January 2016.
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degradation, involving efforts to diminish the performance of the enemy.
There are security concerns about both enhancement and degradation.

There are various ways neurobiology might confer performance advantages

: 1 100
in a military context.

One of these is through the use of neuro-
pharmacological agents to enhance cognitive functions like perception,
attention, learning, memory, language, thinking, planning and decision-
making. There has been significant military interest in cognitive
enhancement. Modafinil, for instance, is thought to have been used by the
French army in Iraq in the early 1990s to combat fatigue, and by the US Air
Force in 2003 to improve alertness and concentration during long flights.
Military interest in sustaining and enhancing brain function and
performance continues, as demonstrated by the large number of DARPA
projects devoted to this goal. Neurobiology has also been identified by the
UK Ministry of Defence as an important and rapidly developing field with
potential relevance to defence and security.

Degrading enemy performance through neurobiology has focused
particularly on the development of incapacitating biochemical agents or so-
called non-lethal weapons. Incapacitants generally target the central
nervous system to reduce alertness and, as the dose increases, produce
sedation, sleep, anaesthesia and death; these are distinct from riot control
agents, such as tear gas, which cause local irritation to eyes, skin and the
respiratory tract, and have long been used by police forces around the
world. There are indications of continued interest in incapacitating

biochemicals among a number of states.

10 The Royal Society. 2012. Neuroscience, Conflict and Security. London.
(http:/ /royalsociety.otg/ policy/ptrojects/brain-waves/society-policy, accessed on 20
January 2016). See: Chapter 4 “Performance Enhancement”.
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Concern over state interest in incapacitants was heightened following a case
of actual use by the Russian Federation in October 2002. A group of armed
Chechen separatists raided the Dubrovka Theatre in Moscow and took
approximately 800 hostages. They demanded the withdrawal of Russian
troops from Chechnya and threatened to kill the hostages if their demand
was not met. Russian Special Forces disseminated an incapacitating
chemical agent—reportedly a mixture of derivatives of the synthetic opiate
fentanyl—through the ventilation system of the theatre, rendering both the
hostages and the hostage-takers unconscious. Shortly afterwards, the
troops stormed in, killing all of the hostage-takers and bringing the siege to
an end. 129 of the hostages died from use of the incapacitant and many
others suffered serious and long-term injury. The refusal of the Russian
Special Forces to disclose the identity of the incapacitating agent at the time
of the siege prevented emergency medical personnel from responding

effectively.

Developments in anaesthetics and neuro-pharmacological drug research,
coupled with developments in drug delivery, are making precise
manipulation of neurological function increasingly feasible, and there are
concerns about the risk incapacitants pose to the international ban on
chemical weapons. Particularly relevant in the biological field are
bioregulators and their synthetic derivatives. Bioregulators are special
chemicals that carry messages from the brain to the rest of the body,
between neurons or within cells, and modulate the function of the target
cell or organ. They are naturally occurring biochemical compounds, such as
hormones, neurotransmitters or signalling factors that control vital
homeostatic systems, like temperature, sleep, blood pressure, heart rate and
immune response. However, while they occur naturally in the body at low
concentrations, they can be extremely toxic at higher concentrations or if
the molecular structure is changed. While many bioregulators tend to be
unstable in aerosolised form and are rapidly broken down by enzymes in
the body, engineered variants could be synthesised, and considerable
developments have taken place in the 7z vitro synthesis of bioregulators for
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pharmaceutical purposes. Aerosol technology is also advancing rapidly and
is already in use to deliver effective inhaled drug therapy for the treatment
of disease. With advances in neurobiology, it may eventually become
possible to develop modified bioregulators that can be disseminated over
large crowds of people and that will cross the blood-brain barrier to induce

states of sleep, confusion, placidity, fear, addiction or aggression.
The potential for misuse

There is a range of actors that could potentially misuse the new knowledge
and tools gained through advances in science. These include national
militaries, international terrorist networks, criminal groups, religious
extremists, disgruntled or mentally ill scientists, or even biohackers, who
are not necessarily motivated by politics or religion, but by curiosity,
exacting revenge, payment or their own entertainment. However, not all of

these actors are equally likely to take advantage of scientific advances."”"

Few—if any—terrorist groups have the knowledge or scientific resources
to create biological weapons. The number of attempts by terrorists to
acquire and use these types of weapons is exceptionally small compared to
the overall number of attacks that terrorists have conducted. Terrorists
tend to be conservative and use weapons that are readily available and have
a proven track record, not something like biological weapons that are more
difficult to develop and deploy. While there is a risk of crude bioterrorist
attacks or the use of ‘scruffy’ bioweapons, the likelihood that scientific
advances—both generally and more specifically within synthetic biology
and neurobiology—will be used to ‘enhance’ these attacks is relatively low.
Many of the cutting-edge developments are expensive and/or complicated
to acquire and deploy successfully.

101 Koblentz, Gregory D. 2010. Biosecutity Reconsidered: Calibrating Biological Threats
and Responses. In: International Security, Vol. 34(4):96-132.
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Instead, the most significant security threat from the misuse of advances in
the biological sciences is the potential for state or state-supported use of
sophisticated biological weapons. There has been no state party use of
biological weapons over the forty plus-year life span of the Biological
Weapons Convention (BWC), which, together with the 1925 Geneva
Protocol, ‘forms’ the biological cornerstones of the rules of war. Most
experts agree that the potential for state use is very low, and there are good
reasons for this: Biological weapons are not considered ‘good’ weapons. It
is difficult to produce sophisticated and reliable biological weapons, and it
is not politically viable to use them, because the norm against biological
warfare—encoded in law through the BWC—is exceptionally strong. Yet,
while the norm against biological weapons is strong, and the potential for
state use s low, we cannot assume that biological weapons will not be used
in the future. The likelihood that they will be used is not zero—and this is
now coupled with the erosion of technological barriers and the possibility
to acquire and use biological weapons. Synthetic biology and neurobiology
could be used as means to create and deploy new and sophisticated
biological weapons for new types of warfare.

Also of significant concern is the insider threat from well-resourced
biodefence programmes. These programmes frequently focus on studying
the characteristics of biological agents such as infectivity (the ability of a
microorganism to infect a host), pathogenicity (the ability of a
microorganism to cause disease), virulence (severity of the disease caused
by the organism), and transmissibility (ability of the pathogen to spread
from person to person)—all areas of biological research considered to have
high potential for misuse. According to the Federal Bureau of
Investigation, Bruce Ivins, a scientist at USAMRIID, the U.S. military’s
premier biodefense facility, was the sole perpetrator of the 2001 anthrax
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letter attacks that sickened 17 and killed five."”” The World at Risk report,
released in December 2008 by the US Commission on the Prevention of
WMD Proliferation and Terrorism, recommended that efforts to prevent
bioterrorism focus less on the risk of terrorists becoming biologists and
more on the risk of biologists becoming terrorists.'” The report failed to
emphasize, however, that not all biologists are of concern. It is the
scientists working in areas of ‘dual use research of concern’ that are in the

centre of interest.

Current military investments in synthetic biology and neurobiology are
significant.'” The majority of these funds is for basic science and do not
come with security classification or publication restrictions. Indeed, many
scientists view their defense-sourced funding on par with their other
funding from, for instance, the National Institutes of Health or the
National Science Foundation. From an international security perspective,
however, the extensive influx of military funding is often perceived as a
threat by analysts in other countries who are following these developments.
Part of their concern is the military agenda behind the copious funding,
and the purposes which the technology and its applications might serve,
including the development of sophisticated biological weapons. A final
major risk is that heavy military investments in emerging biotechnologies
for defensive purposes are misused as a cover for an offensive programme,
or, more likely, are perceived as such. The perception that another country

102 Department of Justice. 19 February 2010. Amerithrax Investigate Summary.
Washington, DC: Department of Justice.

103 Commission on the Prevention of Weapons of Mass Destruction Proliferation and
Terrorism (WMD Commission). 2008. Wotld at Risk. New York: Vintage Books.

104 Lentzos, Filippa. 24 December 2015. Synthetic Biology’s Defence Dollars: Signals and
Perceptions’. In: http://blogs.plos.otg/synbio/2015/12/24 /synthetic-biologys-defence-
dollars-signals-and-petrceptions/, accessed on 14 September 2016.

The White House. 2 April 2013. Fact Sheet: BRAIN Initiative. In:
https:/ /www.whitehouse.gov/the-press-office /2013/04 /02 / fact-sheet-brain-initiative,
accessed on 14 September 2016.
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is using its biodefence programme to disguise an offensive programme may
provide justification for initiating or continuing an offensive biological

warfare programme.
Conclusion

Concluding, the assessment of threats from emerging biotechnologies, like
synthetic biology and neurobiology has often taken place without a realistic
understanding of the technology and the scientific practices surrounding it.
What has also often been missing is a nuanced portrayal of who the
potential threat was coming from. We must not present the results of
horizon scanning exercises as present-day possibilities; we must not
conflate the intentions of terrorists with the potential capabilities of state or
state-supported programmes; we must not ignore the very real insider-risk
from defensive military programmes; and we must be conscious of

perceptions and signals in international relations.
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4 Implications for Robotics/Cognition/ICT
Technology

Artificial Intelligence and Cyber-Physical Systems: A
Dangerous Mix?

Robert Trapp!

The discipline ‘Artificial Intelligence’ was established in 1956 in a conference
in the USA, it got its name from John McCarthy, an American
mathematician. The papers presented at this conference were mainly about
knowledge representation, logical reasoning, search algorithms, elements of
learning and language understanding. Al developed more and more through
faster and cheaper computers. But the breakthroughs has just recently come
in the last ten years, when totally different methods were made possible by
these fast computers. One of them is deep learning, which enabled computer
programs like Watson or AlphaGo to compete and beat human champions
in games like Jeopardy! or even Go.

What does this mean for us? First, it means better control. You have more
chances to find information as soon as these programs are connected to the
World Wide Web. For example, they can find information on court
decisions, for which Watson is now being used, and they are better at tracing
medical articles in different journals. They can also aid physicians in decision-
making to an extent that was considered impossible a few years ago. It is very
interesting that the first thing that springs to mind is #o# the possibility to
control people better. It was already mentioned that Google collects an

enormous amount of information.

Ten years ago the Austrian Research Institute for Artificial Intelligence
(OFAI) co-developed a filter for postings with an Austrian newspaper.
Before comments submitted by people are put online, a computer program
checks them and determines which ones you can put online with certainty
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and which ones should be rejected. Only between twenty and thirty per cent
need human intervention to decide if putting them online could lead to legal

problems.

In 2015, Google started the so-called Digital News Initiative, in which
publishers of European online journals were invited to submit proposals for
new projects to improve the distribution of news by new intelligent methods.
Out of the about 1,200 proposals submitted, OFAI’s proposal with an
Austrian online-newspaper was among the 128 selected for funding. The idea
was, rather than looking at the text in a rational, more formal way, to look
for emotions. In recent times, online fora are increasingly flooded with
insults is taking place, especially in the statements sent to news fora.
Therefore, it became increasingly time-consuming to moderate the fora, to
detect when this emotion-loaded situation reaches a stage in which it is
necessary to intervene. OFAI proposed the development of a de-escalation
bot that checks the discussion groups and as soon as a specified emotional
level is surpassed, there will be an intervention. However, such a program

could also be used to check emails for emotional content.

Furthermore, OFAI was a partner in a EU project called ‘Emotions in
Cyberspace’, in which we developed a virtual barman with who it was
possible to have discussions. The intention of the barman was to influence
the mood of the person with who he had the conversation; for example, if
the emotions of the person were at a medium level, to reduce it (to sadder)
or increase it (to happier). Though the persons who interacted with this
program knew that it was a computer program, it nevertheless had an impact
on the mood of these persons. For example, with such programs it would be
possible to influence newsfeeds that go to journals or newspapers. With such
activities one could attempt to change moods, opinions, and decisions, in
practically real-time.

112



One of the risks to be expected possibly earlier than 2025 is that hackers will
not only be attempting to get codes or bank account numbers, but trying to
influence opinions via such methods. It would be very difficult to detect this.

Robots are, at present, the most important cyber-physical systems. They are
machines able to move, sense and interact. They come in different sizes,
from very small — the size of a big fly- which is very difficult to detect, to
very big ones. Surprisingly, some drones do not only have radars or ultra-
sound devices or cameras, there are also drones that can ‘heat’. One of the
developed drones has directional microphones. It can fly over forests and
detect and distinguish between the sounds of different kinds of guns (big
guns, machine pistols etc.). And since it can locate the sound, even under
trees, it can give information on where enemy forces strike.

Self-driving cars, tanks and trucks will very soon be common, animal-like
robots that can creep through forests during the night are being developed.
Flying robots, called ‘drones’, are now controlled in their actions by humans
thousands of miles away from their targets. However, there are plans to give
them some kind of autonomy of decision. And what about robot soldier?
Are they being developed? The important question is: What should these
robots be allowed to do autonomously? What about equipping them with an
ethical system? In December 2015, I edited a book'” that is essentially a

construction manual for ethical systems for robots.

Many people are afraid that, in the long run, Al-systems and robots could
become so smart that they can govern the world, including us humans. The
British philosopher Nick Bostrom discussed this possibility in 2014'".

105 Trappl, Robert (ed.). 2015. A Construction Manual for Robot’s Ethical Systems.
Switzerland: Springer International Publishing.

106 Bostrom, Nick. 2014. Superintelligence: Paths, Dangers, Strategies. Oxford: Oxford
University Press.
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Several years before, in 2005, Daniel H. Wilson, a US-American Al
researcher, also wrote a book, in which he deals with this question very

07

humorously; "’ since then, the technology has been improved dramatically,

and clearly not all of his tips would work today.

What has been missing in the development of artificial intelligence for a long
time was the emotional dimension. Only the rational aspect of the human
mind was dealt with, and the language. In the mid-1990s, psychologists
found that, contrary to our assumption that having emotions is bad for
rational decision-making, people who have weaker emotions or none
emotions at all make worse rational decisions than persons who have
emotions. Rationality and emotionality are not contradictory but mutually
dependent.

Some experts say that the U.S. is planning to substitute about one third of
their army with robots by the year 2020. However, it is more likely that this
may happen in 2025 or 2030. The reason for this is very simple: For most
politicians in democratic states the arrival of dead soldiers in coffins is one of
the most horrible ideas! Therefore, most of them try to avoid military
interventions, especially with land forces. Robot soldiers would enable states
to be by far more offensive and to intervene much more often than now.
Whether or not this is preferable is left to the reader.

Performing the complex tasks of soldiers, robots cannot be stupid
mechanisms limited to shooting about. They need some kind of personality
or character. One of several possibilities to program them to that end is the
so-called Beliefs-Desires-Intentions (BDI) model. First, a robot has to have a
belief system regarding how the world is constructed. It does not make sense
to have only cameras if nobody sits in Texas and sees the pictures and then

107 Wilson, Daniel H. 2005. How to Sutrvive a Robot Uprising: Tips on Defending
Yourself Against the Coming Rebellion. US: Bloomsbury Publishing.
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acts. The robot has to have knowledge about the outside world, for example,
about very simple physical facts. For example, a liquid object may be a wet
spot on a pavement or deep water, so the robot might have to turn around
etc. We have to provide the robots with common knowledge as we do with
small children, but with children that takes years. Therefore, we have to
develop a system of beliefs, which we then can transfer to every robot. Since
we do not know exactly how ‘the real world’ really is and humans also act
according to their beliefs of the real world, the term ‘belief is a better
expression than ‘fact’, at least from a constructivist point of view. Among the
beliefs that robots need to have is the information on how humans react or
act under specific circumstances; furthermore, what human needs and
desires are and how they are expressed in reactions and actions.
Psychologists and Al researchers call this a “Theory of Mind’. They also need
it because they must be able to interact and coordinate their actions with
human soldiers. The ‘Theory of Mind’ encompasses more than a system of
beliefs; it also contains Desires and Intentions. Robots, too, need to have
desires. An important one for robot soldiers will have to be the disabling of
enemy soldiers, making PoWs, and protecting civilians. Depending on the
actual beliefs about a situation, different desires will lead to different
intentions and acts—a very complex structure, also known to us humans,

who served as basis for this model.

A specific problem not only for robots but also for humans is the fact that
beliefs and desires and the resulting intentions and acts are, to some extent,
culture-specific. An example is the challenge we Austrians faced when in
2015 about 90,000 refugees from various different cultures asked for asylum,
which meant that most of them would stay in Austria for shorter or longer
periods or even forever. Bearing in mind that many conflicts arose when
human soldiers ignored culture-specific behaviour in foreign countries, the
belief base of soldier robots has to take care of these differences from the

beginning.
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Finally, I would like to mention a book that was one of the results of more
than ten years’ work by several scientists. This book, which I published in
20006, has the title ‘Programming for Peace: Computer-Aided Methods for

International Conflict Resolution and Prevention’'”

. Having experienced the
horrors of the second world war as a child—I was born in 1939—and having
read about war games in the 1990s, my primary idea was: If Al can be used
to enable more ‘efficient’ warfare, could Al not also be used to prevent the
outbreak of wars or, if armed conflicts are already going on, aid decision-
makers in trying to end them? My group at the Austrian Research Institute
for Artificial Intelligence (OFAI), in cooperation with scientists from the
University in Heidelberg, Germany, and the University of Canterbury, New
Zealand, used their databases to compare the new conflict or war with many
other conflicts to find the most similar one (case-based reasoning) and see
what has helped to end this conflict. The other approach developed decision-
trees starting from a large conflict-management database with detailed
descriptions of several thousand conflict management attempts and their
results. These decision-trees were the bases for finding the conflict
management method for a new conflict or war that had the best chance to

end this situation peacefully.

As already mentioned, the book was published ten years ago. There has been
huge progress in the field of Al since then. In addition, the structure of most
armed conflicts today is different from those 10 or 20 years ago. Maybe
similar attempts are undertaken somewhere else. I have not consulted the
literature for some time; any such references are most welcome. I personally
think that the situation we have now would justify using current Al-methods
and databases that are non-classified to give this idea another try, with
hopefully even better results.

108 Trappl, Robert. 2006. Programming for Peace: Computer-Aided Methods for
International Conflict Resolution and Prevention. Netherlands: Springer Verlag.
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Multinational Robotic Wars —The Increasing Use of
Unmanned Systems by State and Non-State Actors in
Current and Future Conflict Zones

Markus Reisner

With the start of the 21% century, autonomous, unmanned and unarmed
systems operating from the sky as well as robots operating on the
ground or on water became indispensable assets for modern violent

109
warfare.

Their deployment varies depending on the broad range of
scenarios and tasks. Such systems enable real-time insight on the
situation on the ground or disablement of dangerous bombs, but also
targeted destruction and killing. Carrying weapons they are used more
and more for the latter. The high functionality and ability to carry
weapons lead to a high dependence of the military on the availability of

110
such systems.

More and more terrorist groups as well as non-state
organisations (with doubtful interests) are discovering the use of those
systems. Therefore the deployment of drones is not restricted to
industrialised countries. On the contrary: Easily operable technologies
constitute a tool for the common man. Few simultaneously deployed
Quatrocopters with minimal capacity but loaded with explosive material
might be sufficient to destroy a target, there being no need for a

sophisticated armed drone.

On 16 February 2001, a surface-to-air missile, type AGM-714 Hellfire,
was fired for the first time successfully by an American drone

109 King, Anthony. 2011. The Transformation of Europe’s Armed Forces: From the Rhine
to Afghanistan. Cambridge University Press. 5.

110 Scahill, Jeremy. 2013. Dirty Wars: The Wotld is a Battlefield. New York: Nation Books.
48.
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(Unmanned Aerial Vehicles, UAV) type MQ-1 Predator''. In the year
2001, responsible technicians and constructors of the US-Airforce as
well as General Atomics were not aware of the ground breaking
importance of this event' ', but the terror attacks of 11 September 2001
were followed by fast developments in this field. Already in October
2001 the first armed mission of a Predafor was launched over
Afghanistan. On 4 March 2002 a Predator was used for the first time to
support U.S. ground troops in the U.S. operation ANACONDA. From
2001/02 onwatds Predator was used in Iraq and Yemen as well as in 2003
in Pakistan. The attack in Yemen in November 2002 by a Predator was
the first attack by a drone in the course of the Global War on terror
outside Afghanistan.'” In June 2004, the first targeted killing by a
Predator was carried out on Pakistani national territory. '"* More
operations with Predator followed in Somalia (2011 against the terror
organisation A/-Shabaab) and on the Philippines (2006 and 2012 against
the terror organisation Abu-Sayyaf). As of 2007, the first UCAVs of the
type MQ-9 Reaper are successfully operating. It is capable of transporting

significantly more weapons than Predator. '

As for the development of unmanned flying systems, it was the events
of 11 September 2001 and the following interventions of international

Y Unmanned Aerial Vebicles (UAV), type Predator, are operated as an unarmed intelligence
version (RQ-1 = UATD’) and an armed version (MQ-1 = UCAL"). UAL or UCAV of this
size are called Medinm Altitude /| 1.ong Endurance (MAILE) systems.

112 Dusseault, Christopher G. (Program Director Predator XP, General Atomics
Aecronautical Systems): Defining the Future of Innovation — Taking a Deliberate and
Integrated Approach to Unmanned Systems Acquisition and Technology Development.
Panel discussion at the Conference & Exhibition for Unmanned Systems 2016 (UMEX
2016). Abu Dhabi (VAE) 6 March 2016.

113 Whittle, Richard. 2014. Predator — The Secret Origins of the Drone Revolution. New
York: Henry Holt and Company. 302-303.

114 Thid. 232.

115 Thbid. 299.
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coalition forces in Afghanistan and Iraq that also lead to significant
developments and a wider range of deployment of Unmanned Ground
Systems (UGS). International troops in Afghanistan and Iraq were
confronted with Improvised Explosive Devices (IED). UGS were
employed as a first reaction to this kind of threat. After a short time, a
whole family of such systems, of different sizes and specialised in
different tasks, emerged. At the peak of the international operation in
Afghanistan in 2010, an average of one IED incident occurred out of

seventeen conducted supply convoys. '

UGS were recognised as
possible solutions; on the one hand for intelligence about suspicious
objects and recognition and disarmament of an IED, on the other hand

for the transportation of military supply through unmanned vehicles. '

In some fields of operation the special conditions on the ground
demand for a higher degree of autonomy of those systems; i.e.
unmanned maritime systems deployed under water. Remote control is
very limited because of the medium water. Some scientists therefore
expect the first fully autonomous systems to be deployed under water.'"*
Not to be forgotten in the list of unmanned systems in the air, on the
ground and under water is the cyber space as a possible conflict zone.
Operations at the speed of light require software that can operate highly
autonomously. Therefore, partly autonomous programs are being
developed in the cyber domain as well, which are expected to be used
especially in the conduct of Computer Network Operations (CNO).
Due to information leaks by Edward Snowden, employee of a company
working for the American National Security Agency (NSA), it became

116 Mets, David R. 2009. Airpower and Technology, Smart and Unmanned Weapons. In: US
Department of Defense (ed.). Unmanned Systems Integrated Roadmap FY2013-2038. 6.

17 Ibid. 15, 19.

118Tucker, Patrick. 2015. Will Subdrones Cause Wotld War III? In: http:/ /www.defense
one.com/technology/2015/09 /will-subdrones-cause-wotld-war-iii/ 120383 /?oref=d-
topstory, accessed on 08 February 2016.
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public that the NSA is working on a programme called MonsterMind. The
purpose of this program should be the early detection and neutralisation
of cyber-attacks on the U.S. Because of the high speed with which such
operations are conducted the goal is to deploy the program in a fully
autonomous mode.'” These examples show how highly capable troops
and weapons companies that also have the required resources are
already working with high pressure to further develop the degree of
autonomy of unmanned systems. The battlefield of the future is

reserved for this robot.

Drones in particular have been the focal point of public discussions
over the past few years. During the Bush Administration, end of 2001
to the end of 2008, 48 targeted killings through American drones
became publicly known. Between 2009 and 2013, during the Obama
Administration, 307 operations in total were documented, 122 only in
the year 2010. This represents an enormous increase.”” More U.S. drone
bases were established in the Middle East and Africa. UCAV attacks
have been expanded over Pakistan, Yemen and Somalia. Terror
organisations, like the Somali A/Shabaab militia were targeted and it
became less and less important for a strike whether the target person
was clearly identified. Also, civil victims, so called collateral damage,
were knowingly tolerated. Furthermore, the conduct of fsignature
strikes’ was mentioned. In the year 2012, former U.S. president Obama
authorised the fight against targets based on their ‘signatures’, the
behavioural patterns of a target person that is derived from intercepted
phone calls, open information sources and targeted aerial intelligence.

119 Zeter, Kim. 2014. Meet MonsterMind, the NSA Bot That Could Wage Cyberwar
Autonomously. In: http://www.wited.com/2014/08/nsa-monstermind-cyberwatfare/,
accessed on 10 February 2016.

120 Rudolf, Peter. 2013. Prisident Obamas Drohnenkrieg. In: Stiftung, Wissenschaft und
Politik (SWP), SWP-Aktuell, Vol. 37. Berlin: Deutsches Institut fiir internationale Politik
und Sicherheit, 5.
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This information constituted the basis for intelligence regarding the
probability that a specific person was at a specific location at a defined

: 121
time.

The United States of America, Israel and Great Britain are most
certainly the most advanced in the deployment of armed drone systems.
Nevertheless, other states keep up in development and procurement.
France, Italy, Morocco and the United Arab Emirates employ U.S.
MALE drones'® in their operations or are close to employing them.
Since 2015, for example, the Italian Air Force has been employing
armed Predators in the fight against the IS. France uses unarmed drones
of the type EADS Harfang, amongst others. Also, France successfully
procured the American Predator and employed it in Mali. Especially in
the uneven terrain of the desert region in the north of Mali the armed
drone of the type Reaper was very successfully operated by French
troops. '~ Germany, on the other hand operates leased Israeli unarmed
intelligence drones of the type Hern in Afghanistan. Apart from
western industrialised nations, other states are keeping up. Turkish
troops, for instance, possess a MALE drone TAI Anka, which was
developed and produced in Turkey. As concerns small drone systems
almost all modern industrialised nations and their troops have different

systems at their disposal, so do Austrian troops. **

21Miller, Greg. 2010. US citizen in CIA’s cross hairs. In: http://articles.]latimes.com
2010/jan/31/world/la-fg-cia-awlaki31-2010jan31, accessed on 12 November 2015.

122 Medium Altitude Long Endurance (MALE).

123 Colonel Fontaine, Christoph (Direction du Renseignement Militaire, Ministére des la
Défense, République Francaise): Defining the Future of Innovation — Taking a Deliberate
and Integrated Approach to Unmanned Systems Acquisiion and Technology
Development. Panel discussion at the Conference & Exhibition for Unmanned Systems
2016 (UMEX 2016). Abu Dhabi (VAE) 6 March 2016.

124 The Austrian military already has intelligence drones, types Tracker (French production),
Huginn (Danish production), demining robots, type DOK-Ing (Croatian production), as well
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Drones seem to be the perfect tool for the military and for politics in the
fight against asymmetric and irregular warfare. '* Consequently, the U.S. troops’
inventory of UAV increased to almost 11,000 of different categories in ten
years. '** Most of the systems deployed in 2013 (almost 9,800) are UAV (or
UAS) of the first class Group 1, smaller type, with up to nine kilogrammes
total weight. Nevertheless, in the year 2013, 237 UAV/UCAV of the types
RQ-1/MQ-1 Predator or Grey Eagle (class Group 4, total weight over 600
kilogrammes) and 112 UAV of the type MQO-9 Reaper (class Group 5, total
weight also over 600 kilogrammes) have been in operation. Globally
deployable and armed with air and ground rockets those almost 350 UAV or
UCAYV represent an enormous potentiation of the force and capacity of U.S.
troops.'”” In Afghanistan and Iraq (but also in Yemen, Pakistan and Africa) it
was possible, via deployment of unmanned systems, to compensate for

capacity gaps and a shortage of soldiers. '**

Russia and China are also in possession of their own systems and
development programs. China’s military forces, for example, are already
using MALE UAV of the types CH-4 and HALE'”. The UAV of the
type Soar Dragon successfully developed by the Guizhou Aviation
Industry Group (GAIC)." Russia’s military forces especially have a

as EODor (US production), at its disposal. Also, the Lower Austrian company Schiebel is
a potential actor in the developing of helicoptor drones, type S-700 Camcopter (cf.
www.schiebel.com). The Upper Austrian company Rotax is producing engines, type Rofax
914 TC, i.e. for the UAV, US type MQ-1 Predator (see www.rotax.com).

125 Martin, Matt ].2010. Predator: The Remote-Control Air War over Iraq and
Afghanistan: A Pilot's Story. Minneapolis: Zenith Press. 5.

126 Mets, David R. 2009. Airpower and Technology, Smatt and Unmanned Weapons. In: US
Department of Defense (ed.). Unmanned Systems Integrated Roadmap FY2013-2038. 7.

127 Thid.

128 Gates, Robert M. 2014. Duty. Memoirs of a Secretary at War. Alfred A. Knopf, Inc. 125.
129 Hijgh Altitude 1.ong Endurance (HALE).

130Fisher, Richard D. 2016. Guizhou unveils box-wing UAV concept. In: http://www.ja
nes.com/atticle/62178 /guizhou-unveils-box-wing-uav-concept, accessed on 10 August
2016.
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number of different operational small drone systems at their disposal.
Furthermore, small drones of Russian production (type Forpost und
Orlan-10) were captured in summer 2014 in the Donbass region by
Ukrainian military forces.”” Subsequently, since 2015, different small
drone systems have been purchased and employed by Ukraine. The
Austrian company Schiebel leased drones of the type S-700
CAMCOPTER to the OSCE (Organisation for Security and Co-
operation in Europe) in the course of their monitoring mission in the
Donbass region. Unfortunately, they became victim of successful
counter measures. > On 7 September 2015 Pakistani military forces
announced the firing of a surface-to-air missile of the type Barg from a
UAV/UCAYV of the type Burrag for the first time. The detonation of the
missiles is believed to have killed three Taliban fighters in Shawal valley
in the border region between Pakistan and Afghanistan.'”

Iran probably also has armed drones. An Iranian UAV of the type
Shahed-129 was presented to the public for the first time in 2012. Only
one year later, a video was published that shows a Shabed-129 firing a
surface-to-air missile. In 2015 Iraq successfully deployed armed Chinese
UAV/UCAV of the type CH-4B against IS targets. Apart from Iraq,
Egypt, Qatar and Nigeria possess the Chinese UAV type, which is
another good example of the increase in the export of drone systems of
different types and sizes.”™ It is only a matter of time until rebel or

131 Krushelnycky, Askold. 2015. Ukrainian Forces recover downed Russian Drone. In:
https://theintercept.com/2015/02/17 /russian-drone-shot-ukraine, accessed on 13 Matrch
2016.

132 Mader, Georg. 2016. UAV losses to hostile fire leave OSCE without eyes over eastern
Ukraine. In: http://www.janes.com/article/65139 /uav-losses-to-hostile-fire-leave-osce-
without-eyes-over-eastern-ukraine, accessed on 3 November 2016.

133 Bokhari, Farhan. 2015. Pakistan claims first airstrike with indigenous UAV. In: IHS
Jane’s Defence Weekly, Vol. 52 (37):5.

134 Binnie, Jeremy. 2015. Iranian Shahed-129 UAV crashes. In: IHS Jane’s Defence
Weekly, Vol. 52 (34):18.
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terrorist movements will have potent unmanned systems at their
disposal. Comparably small drones of different types have, for example,
been repeatedly operated by Hamas and Hezbollah over Israel, by the LS
in Iraq and Syria and by pro-Russian separatists in eastern Ukraine since
2012. ' In 2012, Hezbollah started an Iranian MALE UAV of the type
Shabed-129 from Lebanon, which flew successfully across Israeli
territory. Only then the Israeli Air Force was able to take it down. The
operation of such systems by Hezbollah represents an unpleasant
surprise for the Israeli Defence Forces (IDF). ' Two years later, several
drones of Hamas were successfully taken down during the IDF
operation PROTECTIVE EDGE in Gaza. " The IS heavily wounded
two French soldiers by deploying a drone equipped with explosives in
October 2016. ** In December 2016, Quatrocopter drones were found in
the possession of the IS in the fight of Mosul in Iraq, provisionally
equipped with explosives of anti-tank missiles of the type RPG-7. Not
only small drones were deployed, also remotely controlled cars equipped

with explosives were operated by the IS. "

135 Zucchino, David &Vartabedian, Ralph. 2014. Hamas drone injects new element into
Arab-Israeli conflict. In: http://www.latimes.com/wotld/middlecast/la-fg-hamas-drone-
20140715-story.html, accessed on 13 November 2015.

136 Ryan, Missy. 2015. U.S. drone believed shot down in Syria ventured into new atea,
official says. In: https://www.washingtonpost.com/ wotld/national-security/us-drone-
believed-shot-down-in-sytia-ventured-into-new-area-official says/ 2015/03/19/891a3d08-
ce5d-11e4-a2a7-9517a3a70506 _story.html, accessed on 13 March 2016.

157 Bregmann, Ahron. 2016. Israel’s Wars — A history since 1947. New York: Routledge.
326.

138 Schmidt, Michael S.& Schmitt, Eric2016. Pentagon Confronts a New Threat From
ISIS: Exploding Drones. In: http://www.nytimes.com/2016/10/12/wotld /middleeast/
iraq-drones-isis.html?_r=2, accessed on 12 October 2016.

139 Capaccio, Anthony. 2016. Extensive Islamic State Drone Use Raising Risks in Mosul
Battle. In: https://www.bloomberg.com/news/articles/2016-10-26/extensive-islamic-
state-drone-use-raising-risks-in-mosul-battle, accecssed on 26 October 2016.
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Almost 15 years after the deployment of the first armed drone type
Predator, deployment of unmanned systems became an undeniable fact in
the present theatres of war. Not merely operated by military troops and
secret service of powerful Industrial Nations but also rebel and terrorist
movements. The possibility to globally and in real time kill by pressing a
button renders the use of drones more and more an accepted political
measure of demonstration of military power of potent military nations.
The life of national soldiers can be spared by the deployment of surface-
to-air systems. The presumed terrorist or undercover operating
opponent is forced to seek ‘protection’ under civilians on the other
hand. He takes cover in the population where he, at least to some parts,
is supported. Even with the most precise weapons he is very hard to
fight without taking into account civilian victims and even a high flying
armed drone cannot ensure the desired result. Moreover, additional civil
victims encourage counterinsurgency or people joining terror networks,

. 140
therefore generatmg more OppOl’lCl’ltS.

The deployment of unmanned weapons systems makes tactical and
operational success possible; however, strategically the opposite might
be the case. As it is not possible to identify every single opponent or
completely avoid civilian casualties - not even via thoroughly prepared
safety measures - the death of every innocent person might have far-
reaching consequences. This leads to a dilemma, which is not totally
solvable by unmanned weapons systems. A targeted killing of the
leaders of rebel movements or terror groups is most likely to turn out as
a pyrrhic victory. Unmanned systems are more and more used by the
opponents, too. They do not possess the capacity to use a

technologically highly complex MALE drone system.

140 Corthright, David & Fairhurst, Rachel &Wall, Kristen (eds.). 2015. Drones and the
Future of Armed Conflict — Ethical, legal and Strategic Implications. Chicago: University
of Chicago Press.
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However, as it can be observed in Iraq, there is sufficient capacity to
operate a Quatrocopter drone of a few kilos equipped with explosives.
Irregular forces and terrorists do not fight according to determined
norms or processes, but in view of the constraints imposed by the
surroundings and the opponent (the international military forces).'"

Since the crisis in Ukraine in summer 2014, a new term has become
popular in security policy and military discourse: rather than talking
about Zrregular or asymmetric warfare, the term Ahybrid warfare has been
used. Initially, William J. Nemeth used this phrase for the first time in
2002; in 2007 American political scientist Frank G. Hoffman coined the
term more precisely.'” Hybrid warfare describes a combination of
procedures and resulting events that have been attributed in particular
to the developments in Ukraine.'” Any military strength or superior
weapon system of the opponent is countered by an unconventional
solution based on available resources (i.e. self-made booby traps,
suicide bombers). Autonomous unmanned systems represent a viable
multiplier for both sides, with unlimited possibilities of deployment.
Unmanned systems offer a variety of possibilities for all actors: modern

141 Stahel, Albert A. & Geller, Armando. 2004. Asymmetrischer Krieg: Theorie —
Fallbeispiel — Simulation. In: Schrofl, Josef & Pankratz, Thomas (eds.): Asymmetrische
Kriegfithrung — Ein neues Phinomen der internationalen Politik. Baden-Baden: Nomos
Verlagsgesellschaft. 95.

142 Hoffmann, Frank G. 2009. Hybrid vs. Compound War. In: Armed Forces Journal,
October 2009. http:/ /armedforcesjournal.com/hybtid-vs-compound-war/ accessed on 23
November 2015. Hoffmann defines hybride warfare as: “Any adversary that simultaneously
and adaptively employs a fused mix of conventional weapons, irregular tactics, terrorism
and criminal behavior in the battle space to obtain their political objectives.” See also:
European Union Institute for Security Studies (EUISS): What we talk about when we talk
about “Hybrid Threats”. Paris 2015.

143 Schrofl, Josef & Rajace, Bahram M. & Muhr, Dieter (eds.). 2011. Hybrid and Cyber
War as Consequences of the Asymmetry: a Comprehensive Approach Answering Hybrid
Actors and Activities in Cyberspace. Political, Social and Military Responses. New York:
Peter Lang.
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international military forces, national police forces, but also terrorists.
Human inventive spirit knows no limits. First signs already point to the
beginning of a technology race. The weapon industry advertises newly
developed defence systems of small drones that can be used universally
by the military, the police, abroad and on national territory. Therefore,
unmanned systems, drones and robots will play a huge role in Zrregular,
asymmetric and hybrid warfare in the future.
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Internet Use in Times of Change — Demand for Innovative
Security Measures

Reinhard Posch

The way that people use the Internet has significantly changed over the
past years. Compared to the situation of only a few years ago, users'
communicative behaviour, devices, but also the entire field of data
storage have greatly changed. Usually, the security issue is added to a
scenario only later on. However, we urgently need a forward-looking
security system that is integrated into the systems from the very

beginning.

On the European level, both the NIS Directive'™ and the eIDAS
Regulation'” have contributed significantly to this new awareness. In
this sense, it will hinge not only upon the rapid and comprehensive
implementation of these regulations, but also on the take-up by the

member states and especially by the private sector.

Another significant aspect of change in this respect is the headway made
in the field of the ‘Internet of Things’. Not only communication
intensity, but especially the new security issues will force us to face new
risks in an ever-growing volume of data, which in the future will be
many times larger than today. However, we must also see the
remarkable chances inherent in this development, be it in the field of

critical infrastructure or in situations of emergency.

144 Directive (EU) 2016/1148 of the European Patliament and of the Council of 6 July
2016 concerning measures for a high common level of security of network and
information systems across the Union.

145 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23
July 2014 on electronic identification and trust services for electronic transactions in the
internal matket and repealing Directive 1999/93/EC.
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We shall have to pay special heed to ensuring that communication
increasingly adheres to the respective statutory norms, thus avoiding
critical situations from the outset. Our general aim must be to
strengthen proactive security measures, also on the basis of
cryptographic processes strong enough to withstand any attempts to
breach them.

Why do we need change?

The security landscape has not only become more differentiated, but
also much more complex. In general, we have to assume increasingly
complex technologies. However, we will have to pay even more
attention to limit the effect of disruptive changes with security

assumptions.

Different communicative structures and thus much more complex
security processes have become necessary as people's use of information
and communication technologies has changed dramatically over the past
years. Not only has the significance of text compared to that of spoken
discourse decreases considerably, but people are also using different
structures today, replacing one-to-one with a more open one-to-many
communication. For the first time ever, the private sector has been a
ploneer in the utilisation of innovative communication infrastructures.
Nevertheless, the underlying contracts are usually quite complicated and
mostly unknown to users, who rarely make an effort to keep track of all
these continually changing contractual provisions and amendments prior

to use.

Not only have people's communicative behaviour and habits changed
dramatically over the years, but also the technical structures are
completely different these days. The path of change wound its way from
the large mainframe computer — whose entire system was familiar to the
system administrator, who also knew how to adapt it, via the so-called
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PC, uniting a variety of different software programmes in a single and
naturally unsafe system — to the now predominant and popular mobile
devices. In this sense, the development can be characterised by changes in
proprietary standards, apps in containers, and thus by a loss of control
and influence on the end uset's part. This development is still continuing,
culminating in the fact that with the Internet of Things, the boundaries

between hardware and software are becoming blurred.

Likewise, this lack of transparency from the point of view of the end
user can also be extended to the field of data itself. A good example of
the fact that end users are only vaguely aware of such developments are
push notifications, which are mostly conveyed via third countries and
often communicate personal data which is then stored there. Thus it is
extremely difficult to ascertain, both in legal and technical terms, where
data is stored or processed. If, for the sake of self-protection and for
sustaining regular business operations the provider uses data encryption,
the user is normally unaware of the encryption key and the organisations

or staff who use, manipulate or pass this key on.

At this point, the question of trustworthiness arises; does the system

ensure data protection and privacy in the long run?
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Fig.2 : world wide smartphone sales
NIS proactive security as the optimum solution

When observing the developments in the sector, we inevitably come to the
conclusion that the only sustainable strategy is long-term proactive security.
Ideally, we would be able to do away with CERTs (Computer Emergency
Response Teams) — but unfortunately we are miles away from that. Rather,
the opposite is the case. So far the number of CERTs increased
continuously and this trend will go on.

18 Gartner 2016. Gartner Says Worldwide Smartphone Sales Grew 3.9 Percent in First

Quarter of 2016. In: http://www.gartner.com/newsroom/id/3323017, accessed on 19
January 1017.
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However, we will not be able to sustain this development very long, which
is why we need a forward-looking, proactive approach to I'T security in the

very near future.

In this respect, the NIS Directive has made a significant contribution to the
way we have been coping with security incidents, especially in recording,
evidencing and communicating IT security breaches across the member
states. Thus, we have gained the ability to react to such incidents swiftly
and with limited effort. Nevertheless, in the course of the discussion the
Directive has slowly given priority to reporting, thus nearly neglecting other

measures of equally high importance.

The Directive, which was passed on 6 July 2016 by the European
Parliament, aims to put common network and information security on an
unprecedentedly high level of priority. This means that the member states

will have to prepare themselves accordingly.

Mainly, such preparations include the establishment of a Computer Security
Incident Response Team (CSIRT) and a NIS authority in each member
state. On the European level, this will be complemented by a cooperation
group intended to facilitate the exchange of information and to enable its
members to learn from each other's experience. The national Computer
Security Incident Response Teams will be supported and supplemented by
a Buropean network.

This urgency is also reflected by the fact that at the time the Directive was
passed, it was already permitted to start actual projects on the European
level, especially within the general framework of the Connecting Europe
Facility Programme (CEF). With the SMART programme, common tools
are being developed that will be put at the disposal of all member states
(CSIRTS) to facilitate their work in the field. These measures are especially
supported by the Commission, also with regard to financing.
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eIDAS identity and a lot more

Internet security without identities is unthinkable. To access the Internet
for the purpose of online shopping or communicating, users are required
to identify themselves. However, this aspect, which, unless handled with
sufficient care, can easily become a point of weakness, is often sorely
neglected. As has been shown again and again, activities of a certain type
require more than a user ID and a password to protect citizens. Through
the eIDAS regulation, this element of security and at the same time liability
has been considerably strengthened.

A first central element of the Regulation is the electronic signature along
with its twin, the electronic seal, for legal entities. Here, the Regulation
resorts to the Electronic Signatures Directive. However, we hope and
expect that being based on the Directive, it will lead to a better
harmonisation on EU level and thus to a wider range of use of electronic
signatures, but first and foremost, that it will be widely acknowledged and
recognised. The Regulation also cleatly regulates the subject of the remote
signature, which in the shape of the mobile signature (‘Handy-Signatur’)
has been successfully used in Austria for quite some time. Even though
there is little difference compared to the previous situation, this will be
especially  helpful in  gaining international  acceptance  and

acknowledgement.

The second main point of the Regulation refers to electronic identities. At
least in the administrative field, the recognition of qualified identities is
clearly regulated, a fact which will also greatly benefit the private sector.
The most significant advantage compared to previous offers and
characteristics is the possibility to assign responsibility for the quality and,
thus, for the use of electronic identities beyond geographical borders.
However, technologies used and offered nationally by either public or

private service providers are only subject to regulation with regard to
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quality, not to type. This fact accommodates the demands of the free
market.

A third element of the Regulation deals with the so-called timestamp
authorities. Especially combined with other elements, timestamps serve to

enhance the quality of, for instance, a delivery.

The authentication of websites contributes significantly to a secure Internet
environment and can be regarded as the counterpart of server
identification. In order for this extremely valuable element to be able to
take its effect, system- and especially browser manufacturers will have to
implement the underlying technology actively and responsibly, in a way that
is visible to the user. Only then will this technology serve to benefit us
more than it currently can. However, this also hampers implementation
since actually all browser manufacturers are non-European and have
therefore so far refused to take this aspect into consideration with regard to
implementation. This may also be due to the fact that a region which grants
legal validity to such technologies would have an advantage over regions
which do not. Thus it remains to be seen whether and to what extent this
element of the Regulation will actually be implemented in practice. This
could be compared to a situation where Europeans are legally required to
wear a seatbelt while the manufacturers from another region would not
offer cars with seatbelts. In the car industry, though, the monopoly is not
as strong yet to render such a scenario realistic; however, it shows that in
the case of general I'T, Europe has become extremely dependent, especially

where the sector of critical infrastructure is concerned.

The final aspect addressed by the Regulation is electronic delivery using
send-and-receive services. Here, the structure differs significantly from the
current situation in Austria. This means that it will take a considerable
amount of time before national users will be able to make use of this part

in actual applications.
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The Internet of Things is at the root of fundamental change

Become an insider for only €2! Processor, storage, WIFI — regardless of
whether you have a battery or power supply. Delivered from the Far East,
free of charge to your door. Such low-threshold access is essential,
especially for small and new enterprises. Currently, though, this means that
anyone, regardless of their qualifications, is able to introduce critical
software. Just think of energy supply, medical informatics (e.g. cardiac
pacemakers) and many more. In practice, we are miles away from a formal
examination of the quality of critical systems, although it would be

technically possible in the case of a few thousand lines of code.

Way too often we substitute trustworthiness with trust, which is often
blind. The dilemma here is the fact that the general certification of, for
instance, a mobile phone will inevitably lead to technically outdated devices
and applications, since with the change from large mainframes to mobile
gadgets, innovation concerns less and less big companies and professional
systems but, increasingly, applications in the consumer sector. Indeed, it
would be a grave mistake to underestimate the innovative force of Google,
Facebook etc., and particulatly their economic power and strong urge to
push innovation. The problem is, however, that in practice this often leads
to an innovation monopoly. Europe's economic structure, and that of its
member states, will only be able to cope with this situation, if at all, by
promoting open innovation that arises from scientific research and its
advancement. Establishing a sustainable kind of competitiveness takes
some time and, as we have also seen in Europe, is often politically
unattractive. Transferring scientific innovation to the industrial sector too
early and too strongly especially constrains small and new commercial fields
through a gradual loss of any right to the respective know-how, and thus
through the lack of possibility to continue research.

Austria is the innovative ‘birthplace’ of 85% of all IoT/NFC technologies
used worldwide. This is a very promising start, which, however, is not
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adequately reflected in the innovation for the final products using these
technologies. In fact, the competition on and the demand of the market is
huge and has thus led to the rather unsatisfactory security situation

described eatlier.

The aspects of IoT and Artificial Intelligence (AI) are increasingly
combined, which has given rise to enormous technical potentials. Assisted
driving is but one of them, which has, however, already become a
household name for the majority. Unfortunately, the public memory (and,
alas, too often that of the decision-makers) tends to retain only the hypes
and incidents, such as the hacking of a Jeep. This is probably due to the
fact that many regard an understanding for technology as necessity rather
than as part of culture and education since, historically, we are more
steeped in the humanities. Here, the security factor is sorely neglected, as is
the fact that with the increasing use of Al, decisions are made elsewhere.
Sometimes, this applies to decisions humankind is incapable of making, due

to its limited capabilities, or to decisions it should not take in the first place.

If we look at self-driving cars, for instance, we will find that an Al system
realises in an instant that damage or injury are inevitable. If a playing child
suddenly jumps onto the street from behind a tree, a human driver will,
after the initial moment of shock, randomly decide whether to hit the aged
person on the pavement or the child. An Al system, on the other hand,
makes active decisions in such situations — and somebody programs them
to do just that. Possibly, such situations reach far beyond the scope of
product liability or disclaimers.

In the case of the systems mentioned, the classic terms of hard- and
software are becoming blurred. What remains are inadequately defined
aspects of security, a fact which is intensified by the lack of formal
verification combined with short lifespans. Let me give you another
example from the field of Assisted Driving and Al. Police officers could
make use of any vulnerability of a hardware / software system, maybe even
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of knowledge only available to the manufacturer, to minimise their risk
when chasing a speeding offender and to bring the lattet's vehicle to a halt
or at least to make it slow down. This could be done by having the
autonomous sensor of the tyre pressure report a significant pressure drop
and put the vehicle into a conservative mode. Of course we can expect
many such ‘weak points’, which gives rise to the commercial and, in such

cases, also the political issue of weighing up interests.

Looking at the numerous apps installed on most mobile phones these days
— regardless of the respective sector or manufacturer —, one will find that
the number of potentially vulnerable points or points that pass on data
without the uset's knowledge is huge. The pressure to swiftly implement
such innovations seems to make this inevitable.

Sufficient encryption without any loopholes or weak points that could be
hacked is but one consideration in this respect. We are in need of far more
robust communication able to master a vast variety of situations. Let me

give you a few examples to illustrate my point.

Localisation services have been discussed at length and are familiar to
most. A device that communicates where it ‘goes to sleep’, where it is
during working hours etc. will identify its owner without any previous
knowledge being required. But what happens if this device suddenly
changes its ‘behaviour’ Who is to receive this information — Google? The
respective app? The authorities...? Should your bank keep a closer eye on
your account in case of atypical behaviour? We can safely assume that such

information will simply be used — no questions asked.

By controlling certain devices in their home via app, where the home router
is required to allow a certain port, the individual unwittingly becomes a
‘server operator’ and is thus usually unable to cope with this chance with
regard to applying I'T security. Would it be better to pass the data on to a
third party, i.e. the manufacturer of the device, in such case? What would
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happen if the latter terminated the service contract, and you could not open

your garage door any longer?

A person's communicative behaviour per se already gives away a lot of
information. Somebody with the intention to burgle your house could thus
‘lose’ an inconspicuous battery-driven two-Euro device which is
camouflaged as a windfall. This device then informs them when exactly you

are at home or on holiday, thus ‘helping’ the burglars do their work.

This calls for communication structures that are robust enough to

withstand most types of attack, which in turn calls for professionalism.
Chances for critical infrastructure

The change in technology also brings with it a plethora of chances. Let me

just give you an example.

Take an incident inside a tunnel, for instance, in a remote valley or the like.
Now let us assume that this incident has shut down any means of
communication, including mobile communication. In today's infrastructure,
calling for help would thus become extremely difficult, if not downright
impossible. Mobile phones in their ‘power save mode’ could ‘survive’ for a

considerable length of time, though.

In cooperation with other universities, scientists at the University of
Luxembourg are currently developing such emergency protocols. By
applying Al methods and irrespectively of any provider the latter try to
‘leap’ from one device to another, thus transmitting at least very short
messages, in this case, calls for help. Once the path or the possible paths —
the batteries can be assumed to fail at some stage — have been learnt,
Voice over Data communications would also be thinkable. All this must
operate irrespectively of the Internet, since the infrastructure is not
available.
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Proactive security using the example of Jurisdiction Awareness

Europe has very strict anti-spam laws. Still, they are not effective, which
means that in practice we have more spam in Europe than in the US, for

instance.

Looking at harmful communication, we will find in many cases that it
travels along winding paths and passes through legal space that is very
unlikely to provide legal assistance or support.

If tomorrow — which is not altogether unrealistic — a provider from a
remote region offers switchboard services to a provider in Europe at half
the usual price, the temptation for the latter to make use of these services

definitely exists, as most have an eye to their own competitiveness.

Any prohibitions or restrictions in the field of communication, but also in
IT security, are usually unrealistic or ineffective, due to the dynamics
involved. If a solution is required in certain fields of qualified
communication (banks, e-commerce, medicine, critical infrastructure, also
e-mailing...), this will rather have to be provided on a voluntary basis,
possibly by offering certain features, and the progressive change in

communication and IT will be quite challenging.

Past experience has taught us that solutions that merely consist in
surveillance or restriction are difficult to sell to the end user, and that they
are inefficient in view of the increasing liberalisation beyond the scope of
the EU. Moreover, criminals intending to commit felonies will always find

a way, which makes this race of technologies difficult to win.

It seems feasible for providers to offer a certain quality, which commits
them to keeping to the conditions defined therein — and the possibility to
verify whether they are actually being kept to.
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Jurisdiction-Aware Communication, i.e. communication offers that enable the
user or their application and programme sphere to know in which way (to
which country or jurisdiction) the communication flow is directed, could be
made a mandatory part of the offer made by a provider or even implemented
as a dial-up requitement (‘country/jurisdiction badge’). If it is restricted to
‘own jurisdiction’, ‘EU’, and ‘unknown’, two Bits would be sufficient.

The effect could be useful. For instance, in the case of ‘unknown’, banks
could demand additional securities for transactions exceeding a specified
amount. The same holds true for other areas.

It would also be potentially applicable to a comprehensive implementation of
the eIDAS Regulation and the consequent use of qualified server certificates,
in the course of which, however, the aspect of private communication and
the Internet of Things will raise a host of new questions.

Summary

Owing to the drastic changes in services and technologies, I'T security must
be subjected to some serious rethinking and become considerably more
proactive in order to be able to cope with the extremely dynamic situation.
The current approach, which lays great store by communicating, reporting
and rapidly handling incidents, makes sound sense. The Internet of Things,
especially when combined with Artificial Intelligence, will pose an
enormous challenge to us, also with regard to Al-supported ‘malicious
software’. Formal verification can make significant contributions in some
areas. What we need most, however, is the transparency of all aspects of

quality, which includes the legal spheres or jurisdictions involved.
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5 Implications in the Field of Nano Materials
Technology

Session on Nanotechnology

René Fries

More than ten years ago, in 2004, the report of the British Royal Society
and Royal Academy of Engineers on ‘Nanoscience and Nanotechnologies -
Opportunities and Uncertainties’, pointed out that significant advances and
advantages in defence capability are expected from the application of
nanotechnologies:

“ITThe main initial defence impact is predicted to be in information systems using large
numbers of new and cheap sensors, as well as in information processing and
communications. These developments might enable pervasive nanosensors to contribute to
national defence capability through early detection of chemical or biological releases, and
increased surveillance capability. In addition, ‘a whole range of military equipment
including clothing, armounr, weapons, personal communications will, thanks to low cost
but powerful sensing and processing, be able to optimise their characteristics, operation

and performance to meet changing conditions automatically’.“""’

On the other hand, it has been mentioned that developments in
nanotechnology could entail specific dangers. A contribution by Jirgen
Altmann in March 2004 in 'Security Dialogue' dealt with military use of
nanotechnologies. The consequences for arms control and the stability that

may arise from new military technologies are discussed:

147 Royal Society and Royal Academy of Engineers. 2004. Nanoscience and
nanotechnologies - opportunities and uncertaintes. In: http://www.raeng.otg.uk/publica
tlons/teports/nanoscience-and-nanotechnologies-opportunities, accessed on 04
September 2016, 55.
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"IThe potential of mistrust is expected to be particularly high in areas where
revolutionary changes are foreseen and the speed of those changes can change rapidly.
Thus, transparency about national nanotechnology initiatives is of immense value and

can significantly contribute to building confidence. |...]

Nanotechnology R&SD  should be extensively published, in both the civilian and the
military realms. In particular, states that are traditionally less open about their military
R&D should increase their transparency to avoid creating unnecessary mistrust. The
nanotechnology initiatives of various nations should work together to build confidence and

to address concerns such as arms control and safety protocols [...]." '+

Therefore, it is very valuable that experts contributed to this book to share
their profound state of the art knowledge of military nanotechnology and

of future developments in this area.

149

Earlier this year, the New York Times
from the development of a new generation of smaller weapons systems and

highlighted the dangers resulting

quoted President Obama’s remarks at the 'Nuclear Security Summit' in
Washington D.C. concerning the fear that warhead miniaturization and the
development of more effective weapon systems could lead to a new
escalation of the arms race. The revolutionary changes brought about by
nanotech and other 'disruptive technologies' (such as the enrichment of
isotopes by pulsed laser) result in new dangers and a growing mistrust. It is
of utmost importance that transparency and international cooperation in

the field of military applications of nanotechnology will be improved.

148 Altmann, Jirgen. 2004. Military Uses of Nanotechnology: Perspectives and Concern.
In: Security Dialogue, Vol. 35 (1): 61-79.

149 Broad, William J. & David E. Sanger. 2016. Race for Latest Class of Nuclear Arms
Threatens to Revive Cold War. In: The New York Times, 16 April 2016.
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Nanomaterials Technology: Convergence between
Nanotechnology and Materials Science and Engineering

Michael Fredholm

This chapter will describe the implications for security forces of the
convergence between nanotechnology and materials science and
engineering. It will aim to investigate what can be expected in the medium
term, until 2025, by examining U.S. and Russian efforts in nanomaterials,
with a focus on security forces applications. It will also suggest a few
scenarios in which nanomaterials are likely to be misused against
individuals or societies, states, and their security apparatuses. What are the
challenges? What should we expect in this field in the medium term, that is,
by 20257

This chapter will not cover the convergence of nano/bio/info technology
or robotic/cognition/info technology, since these will be described

elsewhere in this volume.

How will we predict the implications of future technology? We need to
distinguish  between Early Warning, Situational Awareness, and
Forecasting. Which is our focus? Forecasting may be impossible, so Early
Warning and, whenever possible, Situational Awareness with regard to new
technology and its implications may be better options. Most studies

extrapolate from the past, but this may not be enough.

The current trend in technology threat forecasting is to use tweets (and, for
some, RSS feeds). However, tweet logs lag behind social media and real
events but they do mirror them (RSS feeds also suffer from time lag).
There is a more serious time lag as well, since open-source information
appears later than real events. There are also time gaps, due to a limited
availability of data. Algorithms can be used to address these problems,

145



although the enthusiasm with regard to potential success seems bigger than

the actual results.

The trend in horizon scanning for emerging technology is to scan open
source scientific literature. Early indicators are likely to appear in open
source specialised literature. Key discoveries are relevant for various
scientific disciplines, therefore key scientific technical journals should be
added to watch lists for emerging technologies. Analysis of publications,
conference proceedings, and tweets can be also used to keep track of

developments in science and technology.

However, this methodology will not work well for military technologies,
since not all achievements are published. Automated data mining can
reduce human ‘blind spots’ but will produce many false positives/false
negatives. Data mining can find ‘nearest neighbours’ to known
technologies, but no actual black swans. Besides, the current data mining
trend is to rely on Google search for patents, which is insufficient since
potentially adversarial countries do not publish their scientific results in this

way.

For this reason, a qualitative rather than quantitative study is necessary.
Furthermore, the study must be based in a broad understanding of not only
the subject area but also of the wider societal and technological trends. For
this reason, the present chapter will begin with an outline of the
background of current and projected military and security applications of
nanomaterials, then go on to focus especially on U.S. and Russian efforts,
since these will illustrate the difficulties of solely relying on open-source
specialised literature. Finally, a number of misuse scenarios will be
described, again with an emphasis on those for which open-source
information may be insufficient for forecasting.
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Origins

The concepts that inspired nanotechnology were first discussed by
physicist Richard P. Feynman in his lecture 1959 with the title “There’s
Plenty of Room at the Bottom”, in which he described the possibility of

synthesis via direct manipulation of atoms."”

The term ‘nanotechnology’
was first used by Norio Taniguchi in a conference paper in 1974."
However, K. Eric Drexler made the term ‘nanotechnology’, which he used
in his 1986 book Engines of Creation: The Coming Era of Nanotechnology,

popular.”® As a result of these works, nanotechnology emerged as a
scientific field in the 1980s. Commercialisation of products based on

advances in nanoscale technologies finally began in the 2000s.

Although nanotechnology is an emerging technology, defined as a
technology which is not necessarily new but not widely used, it is likely to
result in significantly more advanced science-based innovations in the near
future. Moreover, it has the potential to create a new industry or transform
an existing one, having already moved beyond the purely conceptual stage.
In short, the defining characteristics of an emerging technology are neither
commonplace science-based innovations or industrial usage nor concrete,
as opposed to theoretic, application. Other characteristics of emerging
technologies, as identified by Mohanad Halaweh, are uncertainty, network

150 Feynman, Richard P. 1959. Plenty of Room at the Bottom. Transcript. Pasadena:
American Physical Society.

151 Taniguchi, Notio.1974. On the Basic Concept of ‘Nano-Technology’. In: Proceedings
of the International Conference on Production Engineering. Part II. Tokyo: Japan Society
of Precision Engineering,

152 Drexler, K. Eric. 1986. Engines of Creation. The Coming Era of Nanotechnology.
New York: Anchor Books.
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effect, unseen social and ethical concerns, cost, limitation to particular
. . . . 153
countries, and a lack of investigation and research.

The sub-field of nanomaterials technology is a converging technology. The
term, which was introduced by Mihail C. Roco and William Sims
Bainbridge, refers to the “synergistic combination of four major ‘NBIC
that is, (a)
nanoscience and nanotechnology; (b) biotechnology and biomedicine,

2»

(nano-bio-info-cogno) provinces of science and technology,

including genetic engineering; (c) information technology, including
advanced computing and communications; and (d) cognitive science,
including cognitive neuroscience.” Nanomaterials are the result of the
convergence between nanotechnology and materials science and
engineering.

Materials science, also commonly known as materials science and
engineering, is an interdisciplinary field which involves the discovery and
design of new materials, with an emphasis on solids.” Intellectually, the
origin of materials science was the Age of Enlightenment, when researchers
began to use analytical thinking from chemistry, physics, and engineering to
understand ancient, phenomenological observations in metallurgy and
mineralogy. Materials science thus incorporates elements of chemistry,
physics, and engineering,.

Nanotechnology is the manipulation of matter resulting in the engineering
of functional systems at the atomic, molecular, and supramolecular scale

153 Halaweh, Mohanad. 2013. Emerging Technology: What is it? In: Journal of Technology
Management & Innovation 8(3):108-115.

154 Roco, Mihail C. & Bainbridge, William Sims 2002. Converging Technologies for
Improving Human Performance: Nanotechnology, Biotechnology, Information
Technology and Cognitive Science. Arlington, Virginia: National Science Foundation.1-2.
155 Science Journal of Chemistry, Research Topic #2, Materials chemistry;
http:/ /www.journalchemistry.org/index accessed on 04 December 2017.
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and implies a projected ability to construct items from the bottom.
Nanotechnology is not a single technological field but encompasses all
types of research and technologies that deal with the special properties of
matter below at a certain scale, which is usually interpreted between 1 and
100 nanometres.

Nanomaterials research takes a materials science-based approach to
nanotechnology, in effect being a convergence between traditional
materials science and the emerging potential of nanotechnology. In this
way it is possible to create many new materials — nanomaterials — and
devices with a vast range of applications, for example in medicine,
electronics, biomaterials energy production, and consumer products.
Materials whose structure can be found at the nanoscale often have unique
optical, electronic, or mechanical properties. Many lend themselves to dual
use application, for example, in construction materials, consumer products,
and military/security equipment. At the same time, there is a significant

potential for the abuse of consumer products that include nanomaterials.

The field of nanomaterials is, like the traditional field of chemistry, loosely
grouped into organic (carbon-based) nanomaterials, such as fullerenes, and
inorganic nanomaterials, based on other elements, such as silicon.
Examples of nanomaterials include fullerenes, carbon nanotubes,

156

nanocrystals etc. ” Nanomaterials have an impact on metals, alloys, fibres,

ceramics, and composites.

Major benefits of nanotechnology include improved manufacturing
methods, leading, for instance, to vehicles, energy systems, and
detoxification systems with a better performance. Purification and

156 Evetipedia.otg, Materials science, https://evetipedia.otg/wiki/Materials_science/,
accessed on 11 December 2017.
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environmental clean-up applications include the desalination of water,
water filtration, waste-, and groundwater treatment. Future benefits may
include better food production methods, nutrition, physical enhancement,
nanomedicine, and eventually large-scale automated fabrication
infrastructure. Due to the scale on which it operates, nanotechnology may
allow for the automation of tasks that were previously impossible due to

physical restrictions.

Our focus here will be on applications in technology and the security
forces. In modern history, military needs have often pushed technology,
particulatly in situations when countries are faced with existential threats as,
for example, during World Wars I and II as well as the Cold War.
However, it will be shown that this is not necessarily the case with
nanomaterials, since nanomaterials technology really only emerged in the
early 21" century, when no existential military threat remained. Then, the
focus was on low-intensity conflicts and counterterrorism in remote

countries. This situation is unlikely to change in the short term.

Moreover, the implementation of nanotechnology will necessarily include
an economic parameter, which is difficult to forecast. Will the gains
produced be regarded as motivated by the higher costs? Furthermore, the
organisational culture must be receptive to the adoption of new technology,

even if it disrupts existing traditions and doctrine.

Perhaps, for this reason, results have so far been incremental. It will be
shown that existing nanomaterials technology provides gradual, not
revolutionary advantages. Underlying the age of nanotechnology from the
beginning was the belief in the revolution in military affairs (RMA)
hypothesis, which claimed that new technology would enable radically new
military hardware and operational concepts, making high technology the
key arbiter on the battlefield of the future. Information processing,
communications, robotics, and other advances in technology would lead to
major advances in military affairs. Sensors would develop until the
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battlefield essentially became transparent, and the fog of war would
become a problem of the past. Vehicles of all kinds would become lighter,
faster, and stealthier. Finally, new types of weapons would emerge, among
them advanced biological agents and directed energy beams. However,
sceptics such as Michael O’Hanlon argued that although advances in
information processing and communications were real, the other projected
developments were at least overstated by their proponents, and the RMA
hypothesis was unconvincing, at least in the near future. Environments
such as forests and cities would remain significant obstacles to high-
technology warfare. Most trends in military technology were not as
impressive as RMA proponents argued. While new tools and weapons
would change tactics, they would not change the basic nature of armed
conflict. In 2000, O’Hanlon concluded that “even if a contemporary
revolution in military affairs may eventually be possible, it does not appear

within reach today.”"”’

Almost two decades later, the RMA hypothesis still appears to be beyond
our reach, despite the limited benefits for military hardware provided by
developments in nanotechnology. As for the incremental advances
provided by nanomaterials, most are indeed visible in consumer goods.

Current consumer applications

Several products that contain nanomaterials are already in use.
Nanomaterials may be found in a variety of items, which people are not
aware of since they cannot be seen with the naked eye. At present, simple
nanoparticles are the most widely used nanomaterials, used in coatings,

paints, sensors, chemical catalysts, and food packaging.

157 O’Hanlon, Michael. 2000. Technological Change and the Future of Watfare.
Washington, DC: Brookings Institution Press. 193.
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Nanomaterials are already common in products, especially in the field of
cosmetics, pharmaceuticals and consumer chemicals. For example, a
sunscreen based on mineral nanoparticles such as titanium oxide offers
several advantages, including higher radiation resistance than conventional
sunscreen. Zinc oxide nanoparticles let light of some wavelengths through
while blocking the rest, which makes them useful for certain sunscreen
products. Silver nanoparticles with antimicrobial properties are added to
laundry detergents. The use of engineered nanofibers in textiles enables
wrinkle-resistant and water- and stain-repellent clothing, and such textiles
need to be washed less frequently and at lower temperatures. Silver
nanoparticles with antimicrobial properties are added to washing powder.
They can also be woven into socks, where they kill bacteria.
Nanotechnology also allows the introduction of full-surface protection
from electrostatic charges by the integration of carbon particle membrane
in fabrics. It may also be applied in food packaging. Clay nanoparticles
improve barrier properties and are used in some plastic food packaging to
increase shelf life, for instance in glass packaging for drinks. Perhaps most
importantly at present, the use of nanomaterials enables lighter and
stronger products. Clay nanoparticles are used to make lighter, stronger,
and more elastic composites, and therefore are used in some car bumpers
and composite bicycle frames. They also make cell phones lighter in weight
and enable the production of harder synthetic bones. Even balls for various
sports are made more durable. Recent generations of semiconductors can
also be included in the field of nanotechnology."

Nanotechnology thus already provides existing types of consumer products
with incrementally better, but not revolutionary, functions. Nanomaterials
can be used to produce more lightweight products. Surfaces and coatings

158 Manyika, James et al. 2013. Disruptive Technologies: Advances That Will Transform
Life, Business, and the Global Economy. McKinsey Global Institute. 114, 118.
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on ceramics and glasses become easier to clean or even self-cleaning, and
more scratch-resistant.

Nanotechnology also has applications in heavy industry, particularly in
construction. Lighter and stronger materials enable the construction of
vehicles that are faster and safer. This is particularly useful for aircraft
manufacturers, since it leads to significantly increased performance. Such
materials also reduce the size of equipment thereby reducing fuel
consumption. Existing types of combustion engines benefit from parts that
are more heat-resistant and hard-wearing.

Projected consumer applications

The dilemma is that many types of nanomaterials are already available, but
a high production price makes them uncompetitive. Graphene, which is
composed of one-atom-thick sheets of graphite — carbon hexagons — is
already being produced but the cost remains high compared to other
materials and thus uncompetitive. Being one sixth the weight of steel per
unit of volume and more than a hundred times as strong, it has huge
potential. It can also be compressed without fracturing and has 35 per cent
less electrical resistance than copper and ten times the conductivity of
copper and aluminium, and thus would be an excellent choice for electrical
circuits. Nanotubes (tubular graphene) are perhaps best known and show

great potential, if production processes can be scaled up cost-effectively.'”

Projected consumer applications include ‘smart’ materials, nanosensors,

and miniature power generation.

Smart materials are any kind of material designed and engineered at the
nanoscale for a specific task. This includes a wide variety of possible

159 Tbid.118.
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commercial applications. Clothes could become ‘smart’” through embedded
wearable electronics. Fabrics and other materials could be designed to
respond differently to various molecules. Artificial drugs could recognize
and render inert specific viruses. Self-healing structures could naturally
repair small tears in a surface in the same way as self-sealing tires or human
skin.

A nanosensor would resemble a smart material in that it that would react to
its environment and change in a fundamental, intentional way. A photo-
sensor might passively measure incident light and discharge its absorbed
energy as electricity when the light passes above or below a specified
threshold, in effect sending a signal to another and larger machine. Such a
sensor would likely cost less and use less power than a conventional sensor,

yet function in the same applications.

Miniature power generation systems would generate the energy needed to
power other miniature systems through the wearer’s normal body
movements. Improvements in battery and solar power technology and
increased energy efficiency will also enhance the use of energy.

While nanomaterials can be expected to result in many improvements in
existing products, nanomaterials are not generally believed to be a
disruptive technology, that is, one which will have major implications for
individuals and societies. Yet, this field will result in new products and
services. It will result in changes in quality of life, health, and the
environment, but it will likely not change patterns of consumption, the
nature of work, or bring changes in the organisational structures of

. 160
corporations or states.

160 Thid. 20.
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Current and projected military and security applications

Certain military products too have appeared with incrementally better, but
no revolutionary, functions. However, comparatively few have entered
service. Far more are projected. These can be grouped into
communications and sensor applications, defensive applications, and
offensive applications, in roughly this order of apparent importance.
Applications for homeland security and policing would be a fourth

category, even though it would overlap with the others in significant ways.
Communications and sensor applications

The use of nanomaterials will enable high-performance information
technology with a performance improved by several orders of magnitude as
compared to present technology. Small but powerful computers will be
built into weapons, uniforms, and vehicles. Batteries and similar power
sources will have an improved efficiency as compared to conventional
technology, since nanoenergetic materials can store more energy than
conventional energetic materials. The produced goods will be smaller,

lighter, cheaper, and more efficient.

Nanomaterials allow the replacement of several present-time bulky and
energy-intensive sensors with far smaller ones with far lower energy
requirements. An example would be a cheap array of microsensors with the
ability to detect chemical and biological warfare agents on a single chip or
flexible, textile-embeddable, nanofiber-based sensors capable of being
mounted on more solid garment or used in a pocket as a wearable sensor.
Cheap miniature sensor systems could be scattered in high numbers,
including miniature drones, some of which may be very small, perhaps
centimetres, later millimetres, and even below. LLow-cost miniature satellites
can be built for low- orbit deployment, for the collection of data emitted by
unattended ground sensors, such as GPS beacons, cameras, microphones,
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vibration detectors, or other sensors. Such technology has already been

161
announced by several U.S. firms.'

Communications between soldiers can be improved by the use of
nanoparticles to create coated polymer threads woven into soldiers’
uniforms, allowing protected communication between the soldiers. The
system of threads in the uniforms could be set to different light

wavelengths, eliminating the ability for anyone else to listen in.'”

The use of nanomaterials will also enable further miniaturisation of the
technology used for unmanned vehicles including combat vehicles —
drones. Unmanned Aerial Vehicles (UAVs) will have greater range and
endurance, due to the lighter payload and smaller size. Unmanned
Underwater Vehicles (UUVs) will have better performance characteristics,
due to the miniaturisation of navigation and guidance electronics.

Despite the advantages, a challenge for miniature UAVs will be
survivability in an electronic warfare environment. Enemy jamming is likely
to be an efficient countermeasure, since, due to its small size, a miniature
UAV close to the enemy is unlikely to have sufficient inherent power to
transmit through enemy jamming without losing its communications line. It
must then be completely autonomous and, if designed as a sensor platform,
able to return home or at least to report within communications range of a
swarm of other miniature UAV sensor platforms.

Developments in nanomaterials will of course also benefit manned flight.

The use of nanomaterials may eventually lead to integrated health-

161 n.a. 2014. Nano-Satellites, the Future of Interception. Intelligence Online. Issue 726.
162 Eyeryipedia.org, Industrial applications of nanotechnology, https://everipedia.org/
wiki/Industrial_applications_of_nanotechnology/, accessed on 11 December 2017.
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monitoring systems for airframe and engine, and advanced sensors that
would allow fully integrated exterior-interior flow control and continuously
deformable wings constructed of nanomaterials for better aerodynamic

. . aqe 1(3
characteristics, manoeuvrability, and range.”

Finally, nanotechnology could be used for implants in soldiers” bodies in
the form of neuron contacts, small computers, bio-compatible materials,
and power supplies, which would be used for monitoring, communication,
expanded senses, or drug release. However, this capacity would reach
beyond that of nanomaterials and enter other fields of convergent

technologies.

Even so, there seems to be a key threshold that needs to be overcome. This
particularly concerns information technology and is indeed exemplified by
software complexity. Moore’s well-known law suggests a doubling of
computer power every 18 months, and indeed computer power has
hitherto increased exponentially. However, this doubling of computer
power has not automatically led to a doubling of human capacity to write
significantly more complex software. Jordan Pollack has observed that
“faster and faster computers seem to encourage software companies to
write less and less efficient code for the same essential functionality” which
suggests that there are limits to the complexity of achievable design.'* The
human cognitive ability to remember, not to mention improve, millions of
lines of code remains limited. When nanotechnology enables the self-

163 Venneri, S. & Hirschbein, M. & Dastoor M. 2002. A Vision for the Aircraft of the 21t
Century. In: Roco, Mihail C. & Bainbridge, William Sims. Converging Technologies for
Improving Human Performance: Nanotechnology, Biotechnology, Information Technology
and Cognitive Science. Atlington, Virginia: National Science Foundation. 313-317.

164 Pollack, Jordan (Brandeis University). 2002. Breaking the Limits on Design Complexity.
In: Roco, Mihail C. & Bainbridge, William Sims. Converging Technologies for Improving
Human Performance: Nanotechnology, Biotechnology, Information Technology and
Cognitive Science. Arlington, Virginia: National Science Foundation. 161-164.
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replication and indeed self-improvement of design, that is, evolutionary
design, a true breakthrough will take place. But this seems increasingly

unlikely to happen in the medium term.
Defensive applications

The use of nanomaterials will reduce the volume and weight of the combat
equipment carried in the field. This characteristic can in itself be regarded
as a defensive application. But there are others, which may prove even

more important.

For instance, uniform fabrics can include high-performance fibres in which
special nanoparticles group together when something strikes the fabric, in
order to stiffen the area of impact. This stiffness helps lessen the impact of
blunt force. By reducing the force of the impact, the nanoparticles protect
the soldier from injury. One such development is the so-called liquid
armour, which consists of se